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Safety Symbols

/\  DANGER

Shows a high-risk, imminently hazardous situation which, if not avoided, will cause death or serious injury.

/A WARNING

Shows a moderate risk, which, if not avoided, can cause a potentially hazardous situation.

/\  CAUTION

Shows a low-risk, potentially hazardous situation which, if not avoided, may cause minor or moderate
injury.

/  NOTE

Shows a potential malfunction which, if not avoided, will not result in damage to property.

#/ INFORMATION

This information is important for preventing errors.
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1. Preface

In this chapter, we explain the scope of and how to use this document.

Revision History
Version Change bate

v1.0 First Release 2018-11-12

1. Added 45MR-7210

2. Added MQTT

3. Added HTTPS

4. Added more mass deploy functions in IOxpress
v2.1 Added power calculation links 2019-08-22

Added 45MR-4420
v3.0 Added SNMP Trap and Inform 2019-09-11
Added SP/FP description
Added Modbus TCP, RESTful , MQTT tutorial
Change description of HTTPS
Add LLDP
Add the system error code
Change profile information of Modbus RTU
Update content of Access IP
Update content of the RESTful API rule
Changed common specifications
Changed limitation of HTTPs web
Changed Modbus RTU device profile
Added remote syslog
Changed the import method of the HTTPs Certificate
Changed chapter name and content of system error code
Added SNMP system event alert
Updated content of Technical Data, Watchdog,
Configuration, Security, Internal Register, MQTT, Mass
Deploying the Settings, Monitoring Connection Status,
Modbus/TCP Slave Rules, SNMP Rules, and RESTful API
List

v2.0 2019-05-10

v4.0 2020-02-10

v5.0 2021-02-25

v6.0 2021-11-24

AWNRERPWONFEROUDWNRENRENE

v7.0 2024-07-26

Relevant Models
This document only applies to the models listed below.

Model Name Description

-in- i - ] 1
ioThinx 4510 Advanced I/0, Ethernet network adapter, 3-in-1 serial port(s), -20 to 60°C operating
temperature
o - . 5 -
ioThinx 4510-T Advanced I/0, Ethernet network adapter, 3-in-1 serial port(s), -40 to 75°C operating
temperature

Package Contents

The following items are included in the product package.

e The ioThinx 4510 device
e Quick installation guide (Printed)
e Warranty card

ioThinx 4510 Series User Manual 7



Usage Scenarios

The ioThinx 4510 Series can be used for the following applications:

1. PLCI/O expansion
The ioThinx 4510 Series can expand the number of I/O points on a PLC.
2. Remote I/O

The ioThinx 4510 Series can be accessed by master software, such as SCADA software, using IT or OT
protocols to collect I/0 data.

3. Modbus Gateway

The ioThinx 4510 Series has one or more serial ports to connect serial devices. It collects serial data
using a Modbus RTU master protocol, which can be accessed by a PLC or master software with IT or OT
protocols.

® OT Protocols
® [T Protocols

I Build-in Modbus Gateway :
: Bring legacy |
~, Devices to Ethernet |

]

Modbus RTU

For example:
1 Power Meter
2 Flow Meter

] E E 3: Serial Sensor

Hardware and Software Requirements

You will need the following hardware and software to use the ioThinx 4510 Series.

e A power source that provides 12 to 48 VDC, and power wires

e A PCrunning a Windows OS with Chrome installed and an Ethernet cable
e 45MR modules, if available

e IOxpress software utility (optional)

e Moxa CLI Configuration Tool (optional)

ioThinx 4510 Series User Manual 8



Safety Precautions

Please observe the following safety precautions when installing and using the ioThinx 4510 Series:

A

DANGER

Never work on the device while the power source is switched on. Disconnect all power sources to the
device before performing installation, repair, or maintenance work.

A

DANGER

Disconnect the power when you want to remove or replace components or disconnect equipment unless
the area is known to be free of ignitable substances.

e If you connect or disconnect the Removable Terminal Block when field power is applied, an electrical
arc can occur. This could cause an explosion when installed in hazardous locations. Ensure that power
is removed or the area is nonhazardous before installation.

e« If you connect or disconnect wiring while the power is on, an electrical arc can occur. This could cause
an explosion in hazardous environments. Ensure that power is removed, or the area is nonhazardous
before installation.

e Do not disconnect the unit unless the power has been disconnected or the area is nonhazardous. In a
hazardous area, the unit must be powered down before removing it.

WARNING

This unit is sensitive to Electrostatic Discharge, which can cause internal damage and affect operations.
Follow these guidelines when you handle this unit:

e Touch a grounded object to discharge potential static.

e Wear an approved grounding wristband.

¢ Do not touch connectors or pins on component boards.

e Do not touch circuit components inside the equipment.

e Use a static-safe workstation, if available.

e Store the device in the appropriate static-safe packaging when not in use.

WARNING

Check the voltage supplied by the power source. Make sure the voltage provided by the power source
matches the voltage required by the device.

WARNING

Check the voltage or current of the sensors or loads. Make sure the voltage and/or current showed on the
sensors or loads correspond to the specifications of your 45M module before you connect the device.

WARNING

Connect your device to an earthed ground.

CAUTION

Do not use the device if the device is already damaged. Replace defective or damaged devices to ensure
that your devices function properly.

ioThinx 4510 Series User Manual




/\  CAUTION

Do not attempt to repair the device yourself. If your device needs to be repaired, return the device to

Moxa’s customer service department. Attempting to repair the device yourself could invalidate the device’s

warranty.

Additional Resources

Refer to the following documents for additional information.

e Datasheets for the following products:
» ioThinx 4510 Series
> ioThinx 4500 Series (45MR) Modules
e User Manual for the following products:
» ioThinx 4500 (45MR) Module Series
» Moxa CLI Configuration Tool

ioThinx 4510 Series User Manual

10




2. Product Overview

In this chapter, we give an overview of each ioThinx 4510 Series device.

Technical Data

Common Specifications

Input/Output Interface

Expansion Slots: Up to 32

Note 1: Compatible with the ioThinx 4500 Series (45MR) Modules only.

Note 2: 8 slots are the maximum when HTTPs web service and two of the following three protocols—
SNMP, Modbus TCP, and Modbus RTU—are enabled simultaneously.

Ethernet Interface
10/100BaseT(X) Ports (RJ45 connector): 2, 1 MAC address (Ethernet bypass)

Ethernet Software Features

Industrial Protocols:

Modbus TCP Server (Slave)

Functions supported: 1, 2, 3, 4

Max. number of connections: 7 connections

Note: Maximum connections refer to the number of connections when only Modbus is enabled.
RESTful API

Supported request method: PUT, GET, OPTIONS

Web interface: HTTP, HTTPS

SNMP

Functions supported: SNMP v1/v2c/v3, SNMP v1/v2c/v3 Trap, SNMP v2c/v3 Inform
Max. number of events: 64 events (Inform, Trap or Inform + Trap)
MQTT

Mode: Publisher/Subscriber of MQTT, V3.1.1

QoS level: QoS 0, 1, 2

Secure transmission: TLS (1.2) encryption

Max. number of data tags: 256 data tags

Modbus Serial Interface

Industrial Protocols: Modbus RTU Client (Master)

Connector: Spring-type Euroblock terminal

No. of Ports: 1 x RS-232/422 or 2 x RS-485 (2 wire)

System Power Parameters
Connector: Spring-type Euroblock terminal
Input Voltage: 12 to 48 VDC

Field Power Parameters
Connector: Spring-type Euroblock terminal
Input Voltage: 12/24 VDC

Physical Characteristics

Dimensions: 42.3 x 99 x 75 mm (1.67 x 3.9 x 2.95 in)
Installation: DIN-rail mounting

Wiring:

Serial cable, 16 to 28 AWG

Power cable, 12 to 18 AWG

Environmental Limits

Operating Temperature:

ioThinx 4510: -20 to 60°C (-4 to 140°F)

ioThinx 4510-T: -40 to 75°C (-40 to 167°F)

ioThinx 4510 Series User Manual 11



Appearance

Front View

LED Indicator

Ethernet Port

Serial Port

ioThinx 4510

L
L1 1.2 pi P2

1
g
i
3
a

i

Debug port for Moxa’s engineer

Reset Button (inside)

System and Field Power

ioThinx 4510 Series User Manual
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Physical Dimensions

Unit: mm (inch)

a
[ =
I];E:
=
=n -

42.3 (1.67

[ I
i ]
] °) &
2
= 3
o
o
o ]
daf | 0
s L] i o
|: = = =
— ———— rnl ” |
83.15 (3.27)

ioThinx 4510 Series User Manual

13



LED Indicators

IoThinx 4510

LED Indicator fiirsey s

Indication LED Color LED Action

System On: power on

Power 1 Green Off: power off

On: power on

Off: power off

Green: system ready

Green slow blinking: booting up

Red: system error or module mismatch

1 Green/Red Red slow blinking: loading factory default settings,
upgrading firmware, or system recovery

Red fast blinking: safe mode

Off: power off

Green: 100 Mbps

Amber: 10 Mbps

Blinking: data transmitting

Off: disconnected

Green: Tx

Amber: Rx

Non-simultaneous blinking: data transmitting
Off: disconnected or no data transmitting

SP

FP Field Power |1 Green

System

RDY
(Kernel)

L1/L2 Ethernet 1 for each |Green/Amber

P1/P2 Serial 1 for each |Green/Amber

/7 NOTE

DO NOT DISCONNECT THE POWER OR NETWORK CABLE when the RDY LED is blinking slowly.

#/ INFORMATION

Refer to Failed to Enter System Ready Mode in the troubleshooting section for addition information about
the system recovery process.

ioThinx 4510 Series User Manual 14



3. Hardware Installation

In this chapter, we describe how to install the ioThinx 4510 Series devices.

Wiring System and Field Power

Wire range: 12 to 18 AWG (ferrule diameter: 2.0 to 1.0 mm)

Wire strip length: 12 to 13 mm

Unit: mm (in.)

v

25 (0.98

o — — —

N EEN SN SN
B8 8 8 B 8

AT

.

16.65 (0.66)

The device requires two sets of power inputs. One is for the system (internal logic circuit), and the other is

for field I/O circuits.

33V
Adapter 3V
12/24 vV 12/24 V
e
e
e
e Ll
A : 7
DC e DC
4 2
+ ot L —
- P—— ] —
System power |
12to 48V AP Mz
Slot 1 Slot2 Slot3 Slot 30 Slot 31 Slot 32
45MR-7820 45MR-7210
*- +-
Field power Field power
12124 V

System power 12/24V

12to 48V

/  NOTE

All I/0 points have 3 kV VDC or 2 kVrms isolation with the system. We recommended using different

power supplies to ensure that the system power and field power are isolated from each other.

ioThinx 4510 Series User Manual
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System Power

This device requires a 12 to 48 VDC system power input. The system
power powers this device and the expansion modules via an internal
bus, which is galvanically connected to the system power supply.

HHHHHEHE0H=F

12t0 48 VDC

The amount of system current required to support an expansion module is 1 A. If more modules and more
power consumption is needed, an additional power module (45MR-7210) is required. Below is an example:

e 10 x 45MR-1600 (59.4 mA) = 594 mA
e 5 x45MR-3810 (187 mA) = 935 mA

The total system current is 1.594 A, which is greater than 1 A. Therefore, an additional 45MR-7210 is
needed.

NOTE

Install the 45MR-7210 to the lefthand side of the module where the power consumption would be
exceeded.

NOTE

To avoid damaging your devices, reset all power supplies connected to this device and 45MR-7210
modules at the same time.

NOTE

Click the following link to see how many 45MR-7210 power modules you will need to support your ioThinx
4500 series application: http://iothinxcalculator.moxa.com

ioThinx 4510 Series User Manual 16
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Field Power

This device provides a field power input of 12/24 VDC that passes
directly through the expansion modules and provides a maximum
current output of 2 A.

ioThinx 4510

[ERTRTE

\p"
20|y
-
P ES

o

oono
S RoY

e —

12/24vDC

/  NOTE

The 12/24 VDC field power supply can be connected directly to 45MR modules. If more connection points

are needed, purchase 45MR-7820 (8 x FP+ and 8 x FP-) modules.

Wiring Ethernet Ports

The maximum cable length of a 10/100BaseT connection is usually stated as 100 m (350 feet), but the
actual limit for your application could be longer or shorter depending on the amount of electrical noise in the
environment. To minimize the amount of noise, Ethernet cables should not run parallel to power cables or

other types of cables that generate electrical noise. The following diagram and table show the pin

assignments for the RJ45 Ethernet ports:

L]
5

Media Direct Interface Signal
Tx+ (transmit)

Tx- (transmit)

Rx+ (receive)

Not used
Not used

Rx- (receive)

Not used
Not used

O NOUDPhWN =

ioThinx 4510 Series User Manual
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Wiring Serial Port(s)

Wire range: 16 to 28 AWG Unit: mm (inch)

(Ferrule diameter: 1.2 to 0.3 mm) 12.5(0.49)
Wire strip length: 9.0 mm
_ NI
C—e [ oA 10| o [ o
= O S 20l T o o
e [ = 30| = o
e O & 4ol & o o
e [0 2 50 & I o
.
14.2 (0.56)
Pin RS-232 RS-422 RS-485 (P1/P2)
1 TXD TXD+ DATA1+
2 RXD TXD- DATA1-
3 RTS RXD+ DATA2+
4 CTS RXD- DATA2-
5 GND GND GND

NOTE

Connect the signal common pin (e.g., GND pin on the serial port pin assignment) between each of the
serial device units. For insulated wire (shielding cable) that is used to reduce electrical noise, connect the
cable shield drain wire to the chassis ground.

NOTE

To ensure that wires are securely connected to terminal block connectors, strip 7 to 9 mm of insulation off

the ends of the wires before connecting them to the terminal block.

ioThinx 4510 Series User Manual
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Grounding the Unit

This device has two ground pins. One pin is for system power and the other pin is for field power.

Connecting the System Power Ground

The system power ground connector is at the back of the unit. Once the device has been installed on a DIN
rail, the system power ground connector will connect to the DIN rail.

Back View

0
—

L —

Grounding = mym =t =
Connector 1

=

/\  CAUTION

For surge protection, connect the DIN rail to earth ground.

ioThinx 4510 Series User Manual 19




Connecting the Field Power Ground

Connect the field power ground pin (=) to your field power ground.

|

I o B o o W T =

JORT TRCRROROR

Field Power
Ground

/\  CAUTION

Be sure to note the maximum current for each power wire and common wire. Observe all electrical codes
dictating the maximum current allowable for each wire size. If currents exceed the maximum rating, the
wires will overheat, which could cause serious damage to your equipment. For safety reasons, we
recommend using 2 mm diameter wire to connect to the power supply (e.g., 12 AWG).

Mounting the Unit

In this section, we describe how to mount the device on a DIN rail and how to unmount the device from a
DIN rail.

/\  DANGER

Never install the device while the power source is switched on.

ioThinx 4510 Series User Manual 20




Installing the Unit on a DIN Rail

Take the following steps to install the unit on a DIN rail.

Step 1: Hook the mounting clip of the unit onto the DIN rail, and then lower the clip onto the DIN rail. At

least 55 mm of space above the DIN rail should be kept free to ensure that the installation can be
done correctly.

Reserve 55 mm
space above DIN-rail

Step 2: Push the unit towards the DIN rail until the end of the mounting clip snaps into place.

Ve |

!

alolalalo
= =8 =88 s

T

#/ INFORMATION

When the I/O module is inserted into the correct position, the connection between the internal bus and the
previous module is established.

ioThinx 4510 Series User Manual 21



Removing the Unit From a DIN Rail

Take the following steps to remove the unit from a DIN rail.

Step 1: Use your finger to pull the release tab on the lower part of the module.

Step 2: Press the release tab (item 1 in the figure) and then remove the CPU module from the DIN rail
(item 2 in the figure).

HHHH\ il \“”"
‘H ‘J H \;‘
‘ Il '\’ H It

L

/  NOTE

Disconnect all connections, including Ethernet, serial, and power cables, from the device before removing
the device from the DIN rail.

ioThinx 4510 Series User Manual 22



Installing Covers on the Device and the Right-Most I/0
Module

Insert the covers on the left side of the device and on the right side of the I/O module that is installed
furthest to the right. Make sure the covers cover the internal bus of the module.

/7 NOTE

The covers provide protection against electrostatic discharge.

Removing a Cover from the Right-Most Module

Before adding a new module to the right-most module, remove the cover first. Place your hand on the cover
and slide it up, as shown in the diagram below.
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Horizontal Installation

Before installing the device, ensure there is enough space around the device so that it can dissipate heat. In

order to ensure the device works properly, we suggest reserving the space shown in the figure below.

W W W ]~

30 mm

/\  CAUTION

DO NOT install the device vertically, as the fanless heat dissipation design will not perform as intended.

Powering on the Unit

After turning on the power supply, it will take 5 to 10 seconds for the operating system to boot up. The
green Ready LED will illuminate continuously until the operating system is ready.
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4. Software Tools

In this chapter, we introduce which software tools can be used with this device.

Preparing Software Tools

Connecting Web Console

The Web Console is already embedded in this device. Use the web console to check the device status,
configure settings, or update the firmware of the device. Follow the steps below to connect to the web
console.

Connect the device to your PC through an Ethernet cable.

Power on the unit.

Open a web browser (Chrome is recommended) on your PC, and type the default IP address shown on
the model label of the unit.

#/ INFORMATION

Type in the IP address (if the IP address is not set by default). If the IP address is not available, use the
IOxpress utility to search for the device, or load the factory default settings by holding down the RESET
button to access the device through the default IP address.

Preparing IOxpress Utility

The IOxpress Utility can be downloaded from the Moxa website at www.moxa.com. After downloading the
file, unzip it and run setup.exe. The installation program will guide you through the installation process.

Refer to the Mass-deploying the Settings section for detailed instructions.

/  NOTE

The ioThinx 4510 Series is only compatible with IOxpress v2.2 or later.

Preparing Moxa CLI Configuration Tool

Moxa CLI Configuration Tool (MCC_Tool) can be downloaded from the Moxa website at www.moxa.com.
After downloading the file, unzip it and run setup.exe. The installation program will guide you through the
installation process.

It is a command line tool that provides the following functions to manage field devices.

e Report firmware versions

e Upgrade firmware

e Import/export configuration files
e Change password

Management tasks can be performed according to which devices the user requires (1 for a single device or 1
for multiple devices) and across different subnet networks.

Refer to Moxa CLI Configuration Tool User Manual for detailed instructions.
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Web Console

The Web Console is the main software tool to configure, monitor, and operate a device. If mass deploying to

multiple devices is required, use IOxpress utility instead.

MOX/\ ioThinx 4510

Dashboard
System Information

E

Module & I/0

0 Device Name Device-00
mternal Register System Status m
Protocol s Status Description
Module Count 10
Firmware Version V0.8 build180606
Serial Number 3ESINEI93
LAN IP Address 192.168.1.1
LAN MAC Address 00:90:E8:CC:DD-EE
System Date & Time 2019/01/01 00:00:01

System Elapsed Time 528:12:31

Save & Restart | Logout

Connection

Please change the default password in consideration of higher
security level.

The Web Console is divided into three regions:

1. Title Panel: It provides Login, Save & Restart, and Logout functions.

2. Menu panel: It provides access to configure the functions or services.

3. Web page panel: The web page associated with the function selected in the Menu panel.

#/  INFORMATION

Whenever any configuration is changed, the Save & Restart will become red and blink. Click Save &

Restart to make the changes effective.

/ NOTE

For security reasons, click Logout when no longer accessing this device. DO NOT leave the web console

unattended.
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Dashboard

The dashboard provides information about the system, modules, I/0s, and the connection status. It also
allows you to exit the safe mode status or to change the I/O status.

System Information

The one-page system information provides detailed information for this device. For information regarding
modules and I/0s, click Module & I/0 to get the detailed information. For the status of external
connections, click Connection to get the detailed information.

MOXA ioThinx 4510 Save & Restart | Logout

Dashboard
System Information
System

Module & I/0 Connection

Serial Port
Device Name Device-00

nternal Register System Status m

Protocol Status Description Please change the default password in consideration of higher

| Module Count 10 security level.
Modbus
Firmware Version V0.8 build180606
Serial Number 3E8INEI93
LAN IP Address 192.168.1.1
LAN MAC Address 00:90:E8:CC:DD.EE
System Date & Time 2019/01/01 00:00:01

System Elapsed Time 528:12:31

Exit Safe Mode: Manually exit the safe mode status of this device. Refer to the Security section for more
information about the Safe Mode function.

Module and I/0

The Module & I/0 provides i _
information about modules and 1/Os MOX/\ ioThinx 4510

status. It also allows you to change the

I/0 status. Leishhdand € System Information _

R-1 45MR-1600-0

Module Drop-Down List: It lists all of Slot Info l
the I/O modules of this device. Select Security R-2 45MR-1601-0
the specific module for its module and P R-3 456MR-2600-0
I/0 information. R-4 45MR-2601-0
Module i 10-0
R-5 45MR-2606-0
Serial Port Firm R 45MR-24040 418
/0 R-7 46MR-6810-0

R-8 45MR-6600-0
Internal Register
R-9 45MR-38000

Protacol : R-10 45MR-3810-0
Digital Input

Modbus
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Locate: Identify the physical location of the module and the module’s status LED will blink green.

MOX/\ ioThinx 4510 Save & Restart | Logout
Dashboard

< System Information | R-1 46MR-1600-0 »

Slot Information

Slot R-1

Module Name 45MR-1600-0 Model Name 45MR-1600
Serial Port Firmware Version V0.87 build180608

Serial Number 3EBINEI94
Locating

DI Channel (DI Mode): It shows the status of this channel. No operation is allowed.

No. Name Mode Value

Trigger Filter Status Operation
DI

soous @D

0 DI-00

DI Channel (Counter Mode): It shows the status of this channel. Type a value between 0 and
4294967295, and then click SET to set the current counter value. Click RUN or PAUSE to change the
counter status.

Name Mode Value

Trigger Filter Status Operation
Counter 65535

Risingedge  500000us (T D

DI-00

65535

DO Channel (DO Mode): It shows the status of this channel. Click ON or OFF to change the DO status.
No.

Name Mode ON Width OFF Width Pulse Count Status

Operation
Do

0 DO-00

DO Channel (Pulse Mode): It shows the status of this channel. Click START or STOP to change the pulse
output status.

No. Name Mode ON Width OFF Width Pulse Count Status Operation
0 DOo-00 Pulse 500 us 500 us

Y o

Relay Channel: It shows the status of this channel. Click ON or OFF to change the relay status.

No. Name Mode Status Operation
RELAY-00

0

Al Channel: It shows the status of this channel. Click RESET to reset the minimum and maximum values

No. Name Scaled Range Value Min Max Min/Max
Al-00 0.000 - 20.000 mA 11.000 mA

8.000 mA 16.000 mA

AO Channel: It shows the status of this channel. Key in the value and click SET to set the output value.

Name Scaled Range Status Value Operation
0  45MR-4420-0@A0-00 4.000 - 20.000 mA 4,000 mA

4.000
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/  NOTE

The AO channel Status will change to Fault when the channel is open in current mode, when the channel
is short in voltage mode, or when field power is not connected.

RTD Channel: It shows the status of this channel. Click RESET to reset the minimum and maximum
values. Apply the reference temperature value in the calibration field and click SET to start the RTD sensor
calibration; each calibration requires approximately 30 seconds per channel.

# Name Sensor Type Value Min Max Min/Max Calibration

0 ‘45MR-6600-0@RTD-00 PT 100 0.000C 0.000C 0.025C 0

TC Channel: It shows the status of this channel. Click RESET to reset the minimum and maximum values.
Apply the reference temperature value in the calibration field and click SET to start the TC sensor
calibration; each calibration requires approximately 30 seconds per channel.

# Name Sensor Type Value Min Max Min/Max Calibration

0 45MR-6810-0@TC-00 KTYPE 0.000C 0.000C 0.000C 0

SP Channel: It shows the status of this channel. No operation is allowed.

# Name Status

FP Channel: It shows the status of this channel. No operation is allowed.

# Name Status

0 45MR-7210-0@FP-00 Under Limit

Connection

The connection page shows the connection status of other hosts. This information can assist you with
managing your devices.

MOXA ioThinx 4510 Save & Restart | Logout

oard I < System Information ]

Connection List

# Source Host Address Type Port

) 1 192.168.1.1 Web/Http 80

K 2 192.168.1.2 SNMP 161

9 3 192.168.1.3 Modbus TCP Slave 502

P i 4 19216814 Web/Https 443
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System

This section introduces the functions of the device’s system.

Device Settings

MOX/\ ioThinx 4510 Save & Restart | Logout
Dashhoad Time Settings Watchdog LLDP Configuration Firmware
| System

Device Settings

Network Device Name ioThinx_4510

Language English v

Serial Port

ntemal Register

Device Name: Set the name of this device (max length = 16, '." is not allowed).

Language: Select the language of the web console.

Time Settings

MOXY/\ ioThinx 4510

| System

Save & Restart | Logout

Time Settings

System Date & Time Select Date Set Time

Enable NTP Server O

Serial Port
NTP Server  pool.ntp.org

Sync Interval (Unit: min(s)) 1440

System Date & Time: Select the date for the device. Click Set Time to set the time of the device.
Enable NTP Server: Click the checkbox to enable date and time synchronization with the NTP server.
NTP Server: Set the URL or IP address of the NTP server.

Sync Interval: Set the synchronization interval with the NTP sever (unit: min(s), 1 to 43200, default =
1440).

#/  INFORMATION

This device does not have a battery. Therefore, if the device is powered off, the system date and time will
have to be set again. If the NTP server is not available, set the date and time of the device after rebooting.
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Watchdog

MOXA ioThinx 4510 Save & Restart | Logout

Dashboard
Dashboare Device Settings Time Settings Watchdog LLDP Configuration Firmware
| System
Watchdog
Security
Network Safe Mode On Service Modbus TCP Slave v

Module
oouE Communication WatchDog for Safe Mode (Unit: sec) 0

Auto Clear Safe Mode ~ ) Enable/Disable
Serial Port
Internal Register System Reboot when Internal Bus Error Occurred [ Enable/isable
Only effective for module disconnection due to interference. If internal bus errors persist,

Protocol + please check the device and environment.

Safe Mode on Service: Select the service that you want to link the watchdog to in order to keep
monitoring the connection status (option: Modbus TCP Slave).

Communication Watchdog for Safe Mode: The timeout value when the master of Safe Mode on
Service is disconnected (unit: sec(s), 0 to 65535, 0 is disabled).

Auto Clear Safe Mode: Click the checkbox to enable or disable automatically clearing the safe mode
status.

Once the communication watchdog is timeout, the safe mode will be enabled. The behavior of ioThinx 4510
and 45MR modules are listed below:

ioThinx 4510 45MR modules

¢  Wait for Modbus/TCP Master’s re-connection|e  Input channels: no change

Behavior e  Output channels cannot be controlled via e  Output channels: set the channel
any access, e.g., RESTful API or web status according to pre-defined safe
console mode settings

Status: Red fast blinking (applied to the

LED status RDY: Red fast blinking modules which have output channels only)

Once the connection is recovered, the behavior of the ioThinx 4510 and 45MR modules are listed below.

1. Auto Clear Safe Mode: Enabled
ioThinx 4510 45MR modules
Behavior Recovered to normal status Recovered to normal status
LED status RDY: Green Status: Green
2. Auto Clear Safe Mode: Disabled

ioThinx 4510 45MR modules

Status will remain in safe mode until the safe |Status will remain in safe mode until the

Behavior mode flag is cleared. safe mode flag is cleared.

RDY: Red fast blinking until the error flag is Status: Red fast blinking until the error
LED status .

cleared manually flag is cleared manually

System Reboot When an Internal Bus Error Occurs: Click the checkbox to enable or disable the
watchdog feature to monitor the internal bus error activity. When the function is enabled, the ioThinx 4510
will reboot itself when an internal bus error occurs.

/ NOTE

System Reboot When an Internal Bus Error Occurs only effective for module disconnections caused
by interference. If internal bus errors persist, please check the device and the environment.
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/7  NOTE

If auto clear safe mode is disabled in the watchdog configuration, once the Modbus connection reconnects,

click the Exit Safe Mode button on the dashboard or type 0 in the watchdogAlarmFlagClear register
through Modbus to exit safe mode status. Otherwise, output channels cannot be controlled via any access
method, such as RESTful API and web console.

LLDP

MOXA ioThinx 4510 Save & Restart | Logout

b
Dashboard Device Settings Time Settings Watchdog _ Configuration Firmware
| System
LLDP

Network Service Disabled Note: enable/disable this service through Security Service Settings

Module
Message Transmit Interval (Unit: sec) 5
170

Serial Port

Internal Regist

Protocol +

Message Transmit Interval: Set up interval time for message transmission via LLDP protocol.

The default status of LLDP is disabled. Please make sure the LLDP service is enabled in the Security Service

Settings.

MOX/\ ioThinx 4510 | Logout

Device Settings Time Settings Watchdog Configuration Firmware

I System
LLDP
Security

Note: enable/disable this service through Security Service Settings

Message Transmit Interval (Unit: sec) b
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Configuration

MOX/\ ioThinx 4510 Save & Restart | Logout

| System

Select File Browse Please select a configuration file

Update network settings (IP, Gateway, etc.) O
Update to Device*
Get from Device Download

Load to Default* Reset

*DO NOT DISCONNECT POWER OR NETWORK CABLE during the update process!

*Backup configuration file before loading factory default configuration

Select File: Click Browse to select a configuration file to update the device.

Update network settings (IP, Gateway, etc.): Click the checkbox if the network settings need to be
updated.

Update to Device: Click Update to update the firmware to the device.
Get from Device: Get the configuration file of the device.

Load to Default: Load the factory default settings of the current firmware version.

7/ NOTE

Do not disconnect the power or network cable during the update process.

7/ NOTE

Uploading the config file cannot be done via HTTPS. For those users who have security concerns, we
suggest using the manageability utility, IOxpress, to update firmware.

#/ INFORMATION

Back up the configuration file before loading the factory default configurations.
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Firmware

MOX/\ ioThinx 4510 Save&Restart | Logout

-
Firmware

Firmware Browse Please select a firmware file

Update to Device*
*DO NOT DISCONNECT POWER OR NETWORK CABLE during the update process!
*Do not cancel the update process after clicking the "Update"” button.

*Backup configuration file before updating device firmware

Firmware: Click Browse to select a firmware file to update the device.

Update to Device: Click Update to update the firmware to the device.

7/ NOTE

Do not disconnect the power or network cable during the update process.

7/ NOTE

This device supports firmware automatic recovery function. If the firmware in the device is corrupted, the
system will load the backup firmware automatically to overwrite the corrupted one. When the system is in
recovery mode, the RDY LED will slowly blink red. DO NOT DISCONNECT the power cable when the

recovery process is underway. After the recovery process is complete, you can update the firmware again.

/\  CAUTION

If you downgrade the device to firmware version v1.0.0, IOxpress will not be able to access the device. In
this case, please connect to the device via a web service instead.

#/ INFORMATION

The update process cannot be canceled after "Update" is clicked.

#/ INFORMATION

Back up the configuration file before updating the device firmware.

/7  NOTE

Configurations saved when using v1.0/v1.1 firmware may not be compatible with v1.2 firmware. Please
back up the configuration file before upgrading the firmware.

Security

The Security section allows you to manage the security policy of the device.
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/  NOTE

Do not expose the device to the public Internet without any security protection. To increase the security of
the device, we suggest configuring security settings prior to other settings.

Service Settings

Enable/disable services to prevent unwanted access. The default configuration has Web Server via HTTP and
IOxpress/MCC Tool/MXIO enabled.

MOX/\ ioThinx 4510 Save&Restart | Logout

Service Settings User Settings Account Settings Access Control Certificate Settings

Service Settings
I Security

No. Service TCP/UDP Port

1 Web Service via HTTP cp 80

Web Service via HTTPS

TCcP 443

ing
o 3 RESTful API via HTTP TP 80
o 4 RESTful AP via HTTPS TP 443
o s SNMP Agent/Trap/Inform UbP 161
O 6 Modbus/TCP Slave TCcP 502
o 7 Modbus/RTU Master

o 8 MQTT Client TP

o 9 LLDP uopP

10 10xpress/MCC Tool/MXIO TCP/UDP  10124/4800

Because of the device limitation, the service combinations vary under different scenarios (HTTP web or
HTTPs web).

Please see the use conditions as follows.

Restful API via MXview/ Slots of
MQTT | HTTP, Restful MXconfi 45MR
API via HTTPs 9| Module
HTTP One of these three
v v v v v
Web protocols can be used Up to 32
HTTPs _ _ Two of following three _ v MXconfig Up to 8
Web protocols can be used only
g
/  NOTE

1. If all services are disabled, this device will no longer be accessible, and you will need to load the
factory default configurations to access the device.

2. For security reasons, we suggest disabling those services that your application will not use.

3. Before using the web service, import the self-signed certificate via HTTPs. Otherwise, the browser may
block the connection.

4. Because of the device limitation, the web console can be accessed via HTTP using any browser, but for
HTTPS connections, only the Firefox browser can be used.

5. Because of the device limitation, some services have limitations when HTTPs is enabled.
> Eight slots are the maximum slot for the 45MR Module.
> The maximum web browser connection is 1.

User Settings

Enable/Disable user type, or configure the username and password for Administrator, Operator, and Users.
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MOX/\ ioThinx 4510 Save&Restart | Logout

| Security
No. Type Username Permissions.
1 Administrator admin Full control
2 Operator operator Dashboard and I/0 status change
3 User user Dashboard
Type Administrator v

Enable

NewUsemaing Must be 1-30 characters. Canno include spaces, but etters, numbers, and symbols are llowed

Admin Password

New Password Must be 416 characters. Letters, numbers, and symbols are allowed. Must include at least one number
and one symbol

Confirm Password

Type: Select a user type to change the username and password.
Enable: Enable or disable the type you select.

New Username: It allows you to change the username of the selected user type (Must be 1 to 30
characters. Letters, numbers, and symbols are allowed, but not spaces).

Admin Password: Type the password for the administrator to gain authorization to make changes.

New Password: It allows you to change the password of the selected user type (Must be 4 to 16
characters and include at least one number and one symbol. Letters, numbers, and symbols are allowed but
spaces are not).

Confirm Password: Type in your new password again.

/7 NOTE

Change the default password in order to enhance security when you first login.

/" INFORMATION

The default username is admin, and the default password is moxa.
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Account Settings

MOX/\ ioThinx 4510 Save & Restart | Logout
e == SPEEN

Idle Timeout (sitmine) | 5

Retry Failure Threshold (. tines) | 5

Enable Local SysLog

Local Systog

Enable Remote SysLog

femore Systog server  (IDP

1921681271
Remote SysLogFaciity | local0 v

Remote SysLog Severty | Information v

Idle Timeout: The timeout value when the user account is idle (unit: min(s), 0 to 1440 mins, default: 5
mins) Note: 0 for disabled.

Retry Failure Threshold: The maximum number of retries for the user account to log in (unit: time(s), 1
to 10 times, default: 5 times).

Lockout Time: The timeout value for when the user account will be locked because of reaching the retry
failure threshold (unit: min(s), 1 to 60 mins, default: 5 mins).

Login Failure Message: Create the message shown on the login webpage after the user account cannot
log in (character limit = 200).

System Use Notification: Define the message shown on the login webpage when the user account
connects to the Web Console (character limit = 200).

Local SysLog: Users can download the system log by clicking the export button. You can access the most
recent 2,000 records. The device will overwrite the oldest data when the memory is full.

Remote SysLog: the ioThinx 4510 can send the system log message to the log server. Each message is
labeled with a facility code and is assigned a severity level.

Remote SysLog Server: Choose an IP address or domain name for the remote log server.

Remote SysLog Facility: The remote sysLog facility is one information field associated with a syslog
message.

Remote SysLog Severity: Ranked in order of severity, listed from most severe to least severe.
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Access Control

Use IP Address/Netmask combinations to control which devices can access the device.

MOXY/\ ioThinx 4510 Save&Restart | Logout

. Service Settings User Settings Account Settings Access Control Certificate Settings
| Security

Network Waming)  Note: Only allow below IP address to access this device

(m] No. IP Address Netmask

o 1 0.0 .0 .0 255 255 .255

°

[} 2 0.0 0 0 255 255 255 0
[} 3 0.0 0 o0 255 255 255 0
o 4 0.0 .0 .0 255 255 .255 . 0
a} 5 0.0 .0 0 255 255 255 0
o 6 0.0 0 0 255 255 255 0
[} 7 0.0 0 0 255 255 255 0
o 8 0.0.0 .0 255 255 255 . 0
a} 9 0.0 .0 0 255 255 255 0

o 10 0.0 0 0 255 255 255 . 0

Enable access for a range of IP addresses by specifying the IP address and netmask, as follows:
To allow access to a specific IP address

Enter the IP address in the IP Address field and 255.255.255.255 in the Netmask field.

To allow access for hosts on a specific subnet

Enter O as the last digit in both the IP Address field and Netmask field (e.g., 192.168.1.0 and
255.255.255.0).

Refer to the following table for more details about the configuration.

Allowable Hosts Input Format

192.168.1.120 192.168.1.120/255.255.255.255
192.168.1.1 to 192.168.1.254 192.168.1.0/255.255.255.0
192.168.0.1 to 192.168.255.254 192.168.0.0/255.255.0.0
192.168.1.1 to 192.168.1.126 192.168.1.0/255.255.255.128
192.168.1.129 to 192.168.1.254 192.168.1.128/255.255.255.128

Certificate Settings

The ioThinx 4510 will generate a self-signed certificate based on the IP address. Users can download the
certificate by clicking the Export button, and then import the certificate through the browser to enhance
security.

Mox,\ ioThinx 4510 | Logout

Service Settings User Settings Account Settings Access Control Certificate Settings
System

Certificate Settings
Security

HTTPS Certificate Export

Dashboard
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Network

This section introduces the Network settings function.

LAN Settings

| IMOX/\ ioThinx 4510 Save & Restart | Logout

Secur IP Configuration Static IP v
I Network
|P Address 192 168 127 254
Netmask 255 255 255 _ O
e —_,! F
Gateway 05 . 00908 . 10
et B DNST 0.0 .0 0
DNS2 0.0 .0 .0

IP Configuration: Configure the following settings if Static IP is selected. If DHCP is selected, the
following settings are not allowed (option: Static IP or DHCP).

IP Address: Set the IP address of the device (0 to 255).

Netmask: Define the logical subdivision of an IP network and specify the network's available hosts (0 to
255).

Gateway: Define the router that can route the network traffic to the other network or Internet (0 to 255).

DNS1 and DNS2: Define DNS server(s) that can translate URL to IP address (0 to 255).

#/  INFORMATION

The IP address of the device must be unique. Two devices in the network cannot share the same IP
address as it causes an IP address conflict.
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Module

This section introduces the Module settings function.

MOX/\ ioThinx 4510 Save & Restart | Logout
Dashboard
Module Settings
System
Security m

Network
Module

Serial Port

45MR-1600-0

]

Edit: Click this button to enter edit mode.

MO /\ ioThinx 4510 Save & Restart | Logout

Module
Meodule Settings

m Click finish button to complete module settings.

X Cancel

3 A
Configured Modul

Detected Module

- i
45MR-1600 > 45MR-1600  45MR-1600-0 0o =

Save Settings: This button only appears in edit mode. Click this button to finish module settings and exit
edit mode.

Cancel: This button only appears in edit mode. Click this button to cancel module settings and exit edit
mode.

Auto Matching * : Click this button to automatically match all configured modules with all detected
modules.

Load Default “ : Click this button to load the default settings of all configured modules.

Reload ~ : Click this button to reload the module settings before entering edit mode.

Slot: The slot position of the detected module.

Detected Module: The physical module detected by the system. The yellow arrow allows you to insert the
specific module into the configured module.

Detected Device

45MR-1600 -
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Configured Module: The module settings for the detected module. A unique module name is required in
the textbox (max. length = 16, “.” character is not allowed).

Configured Device

45MR-1600-0

45MR-1600

The delete icon appears when you place your mouse over the place indicated below. It allows you to delete
the configured module.

Configured Device
@ 45MR-1600-0 —
45MR-1600

The drag icon allows you to drag the configured module and drop it to the position you need.

Configured Device

45MR-1600-0 @
45MR-1600

NOTE

The detected module should match the configured module. Otherwise, the Web Console will not allow you
to configure other settings.

NOTE

The detected module should match the configured module. Otherwise, the Web Console will not allow you
to click Finish.

INFORMATION

Use Auto Matching to quickly match the configured module with the detected module.

INFORMATION

Once the setting of a configured module is changed, the configured module will be highlighted by an
orange rectangle.

Machine Status

45MR-1600
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/  INFORMATION

If the configured module does not match the detected module, the configured module will be highlighted
by a red rectangle.

m m‘ﬁgured o

45MR-2600-0
45MR-1600 > =
45MR-2600

I/0

This section introduces the I/O and IR (Internal Register) settings functions.

I/0 Settings

Module Drop-Down List: It lists all the I/O modules of this device. Select the specific module for I/O
configuration.

10 Settings

45MR-1600-0 ~

45MR-1601-0

45MR-2600-0
45MR-2601-0
45MR-2606-0
45MR-2404-0
ARMR-AR1 N0,

Digital Input Channel Settings

DI-00 DI v DI-00 .
Filter (Unit: g“”“_‘ef !
2

Channel Mode Drop-Down List: It lists all of the channel modes, which can be operated by this channel.
Select DI or Counter mode for each channel (option: DI or Counter).

Channel Name: The channel name is used for representing this channel (max. length = 16, “.” character is
not allowed).

#/  INFORMATION

Every channel in each module must have a different name.
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DI Mode

DI-00 DI v DI-00 4

Filter (Unit: 500us)

2

Filter: Software filtering is used to avoid switch bounces (unit: 500ps, 0 to 65535).

Counter Mode

DI-00 Counter - DI-00 o

Filter (Unit: 500us) Power On Value

0 0
Power On Status Power Off Storage
(1D @
Trigger

Rising edge v

Falling edge
| Both

Filter: Software filtering is used to avoid switch bounces (unit: 500us, 0 to 65535).
Power on Value: The initial counter value upon powering up (0 to 4294927695).
Power on Status: The counter status upon powering up (option: ON or OFF).

Power off Storage: Save counter value to memory during powering off. The saved value will be the initial
value upon next powering up (option: ON or OFF).

Trigger: The channel accepts limit or proximity switches and counts events according to the ON/OFF status.
When Rising edge is selected, the counter value increases when the attached switch is pushed. When
Falling edge is selected, the counter value increases when the switch is released. When Both is selected,
the counter value increases when the attached switch is pushed or released (option: Rising edge, Falling
edge, or Both).

7

NOTE

Not all DI channels support counter mode. Refer to the ioThinx 4500 Series (45MR) Modules datasheet
for detailed specifications.

Digital Output Channel Settings

DO-00 DO v DO-00 -
Power On Slmf’ylse ! Safe Mode Status

Channel Mode Drop-Down List: It lists all of the channel modes, which can be operated by this channel.
Select DO or Pulse mode for each channel (option: DO or Pulse).

Channel Name: The channel name is used for representing this channel (max. length = 16, “.” character is
not allowed).
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DO Mode
DO-00 DO v DO-00

Power On Status

P

(1D

Power On Delay (Unit: sec)

0

Safe Mode Status

(I

Power on Status: The DO status upon powering up (option: ON or OFF).

Safe Mode Status: The DO status when the device is in safe mode (option: ON or OFF).

Power on Delay: The time delay before triggering Power on Status after powering up (unit: sec(s), 0 to

65535).
Pulse Mode
DO-00 Pulse v DO-00

Power On Status

s

@

Power On Delay (Unit: sec)

0

ON Width (Unit: 500us)

1

Safe Mode Status
-

>

Pulse Count

0

OFF Width (Unit: 500us)

1

Power on Status: The Pulse status upon powering up (option: ON or OFF).

Safe Mode Status: The Pulse status when the device is in safe mode (option: ON, OFF, or Hold Last).

Power on Delay: The time delay before triggering Power on Status after powering up (unit: sec(s), 0 to

65535).

Pulse Count: The number of pulses per triggering (0 to 4294967295, “0” for continuous pulse output).

On Width/Off Width: The high and low level widths of a pulse (unit: 500us, 1 to 65535).

On Width
—

|

*Square Wave ; .
Off Width

/7  NOTE

Not all DO channels support pulse mode. Refer to the ioThinx 4500 Series (45MR) Modules datasheet

for detailed specifications.
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Relay Channel Settings

Relay-
Ogay Relay RELAY-00 .
Power On Status Safe Mode Status

- I
@ D
Power On Delay (Unit: sec)

0

Channel Name: The channel name is used for representing this channel (max. length = 16, “.” character is
not allowed).

Power on Status: The Relay status upon powering up (option: ON or OFF).
Safe Mode Status: The Relay status when the device is in safe mode (option: ON or OFF).

Power on Delay: The time delay before triggering Power on Status after powering up (unit: sec(s), 0 to
65535).

Analog Input Channel Settings

Current Module

Al-00 4-20 mA burnout v | AI-00 2
0-20 mA
Measured M el EIRIIG (L TR Measured Max Value Unit
| 4-20mA

Voltage Module

Al-00 0-10V ~ Al-00 =
o010V
} =10V :
Measured Mrr—crae Measured Max Value Unit

Channel Mode Drop-Down List: It lists all of the channel modes, which can be operated by this channel.
Select 0-20 mA, 4-20 mA burnout, or 4-20 mA mode for each channel of the current module. Select 0-
10 V or £10 V mode for each channel of the voltage module.

Channel Name: The channel nhame is used for representing this channel (max. length = 16, “.” character is
not allowed).

Disable Mode

Al-07 4-20 mA burnout v Al-07 v

 0-20mA
4-20 mA burnout
4-20mA

The Al channel can be disabled. It only allows you to disable channels one-by-one. When a channel has
been disabled, the sample rate of the remaining channels will be increased automatically.
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0-20 mA/4-20 mA burnout/4-20 mA/0-10 V/£10 V Mode

Al-00 420 mA burnout  * AlOO =

Burnout Value (unit: ma)

2.000

15" Point Meausred Value 2™ Point Meausred Value Unit
4000 20.000 mA

1% Point Scaled Value 2" Point Scaled Value Scaled Unit
4.000 20.000 mA

Burnout Value (only for 4-20 mA burnout mode): The 4-20 mA burnout mode is shown in the diagram

below.
0 mA Burnout 4 mA 20 mA
Burnout Under Normal Over
Range Range Range Range

The Burnout Value (default = 2 mA) is definable (unit: mA, 0.000 to 4.000). When input values are in the
burnout range, raw data will register as 0000h to show that the analog input has burned out. The definition
of raw data can be found in the table below.

Range Modbus Data

0.000 < AI < Burnout Value 0x0000h

Burnout Value < AI < 20.000 mA Raw Data

AI > 20.000 mA OxFFFFh
N

FFFFh (> 200 mA) | oo
~FFFER {2 2000 NA]| [ smmmmsim i i

s

RAW data f-----------

0000h (0 < Al < X mA) :
0 X 200 205 mA

(default =2 mA) mA  mA

N -,

1st Point Measured Value: The 1st point value in the range of channel mode to be scaled to the 1st
Point Scaled Value (unit: mA, 4.000 to 20.000).

2nd Point Measured Value: The 2nd point value in the range of channel mode to be scaled to the 2nd
Point Scaled Value (unit: mA, 4.000 to 20.000).

Unit: The unit of the measured value.
1st Point Scaled Value: The scaled value of the 1st point (-4294967295 to 4294967295).
2nd Point Scaled Value: The scaled value of the 2nd point (-4294967295 to 4294967295).

Scaled Unit: The unit of the scaled value (max. length = 8, *.” character is not allowed).
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Analog Output Channel Settings

1/0 Settings

45MR-4420-C

Disable
0-10v
0-20mA

v 4-20mA |

A0-00 A0-00 -

A0-01 4-20mA § A0-01 -
A0-02 4-20mA 5 A0-02 ~
AD-03 4-20mA 3 A0-03 ~

Channel Mode Drop-down List: It lists all of the channel modes which can be operated by this channel.
Select Disable, 0-10 V, 0-20 mA, or 4-20 mA for each channel.

Channel Name: The channel name is used to represent this channel (max. length = 16, “.” character is not
allowed).

Disable Mode

A0-00 v Disable AD-00 .
0-10v

0-20mA
| a-20mA |

AQ-01 4-20mA 5 AD-01 -

Disable the AO channel. Channels must be disabled one-by-one.

0-10V/0-20 mA/4-20 mA Mode

AO-00 4-20mA 3 AQ-00 .

15t Point Output Value

4.000

15! Point Scaled Value

4.000

Power On Scaled Value

4.000

2" Point OQutput Value

20.000

2" Point Scaled Value

20.000

Safe Mode Status

User Define

E

Unit

mA

Scaled Unit

mA

Safe Mode Scaled Value

4.000

1st Point Output Value: The 1st point value in the range of channel mode to be scaled to the 1st Point
Scaled Value (range: 0-20 mA mode: 0.000 to 20.000, 4-20 mA mode: 4.000 to 20.000, 0-10V mode:
0.000 to 10.000).

2nd Point Output Value: The 2nd point value in the range of channel mode to be scaled to the 2nd Point
Scaled Value (range: 0-20 mA mode: 0.000 to 20.000, 4-20 mA mode: 4.000 to 20.000, 0-10V mode:
0.000 to 10.000).

Unit: The unit of the output value.

1st Point Scaled Value: The scaled value of the 1st point (range: -4294967295 to 4294967295).

2nd Point Scaled Value: The scaled value of the 2nd point (range: -4294967295 to 4294967295).
Scaled Unit: The unit of the scaled value (max. length = 8, “.” character is not allowed).

Power On Scaled Value: The AO scaled value upon powering on.

Safe Mode Status: There are two options for defining the safe mode value: User Define and Hold Last.

Safe Mode Value: The safe mode AO scaled value when the Safe Mode Status is set to User Define.
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RTD Channel Settings

RTD-00

RTD-01

RTD-02

RTD-03

RTD-04

RTD-05

Sensor Type Drop-Down List: It lists all the sensor types that can be connected to this channel. Select

| PT100
PT50

PT200
PT500
PT1000
310 Ohm
620 Ohm
1250 Ohm
2200 Ohm
JPT100
JPT200
JPT500
JPT1000
NI100
NI200
NI500
NIT1000
NI120

RTD-00

RTD-O1

RTD-02

RTD-03

RTD-04

RTD-05

the sensor type for each channel (option: PT50, PT100, PT200, PT500, PT1000, 310 ohms, 620 ohms, 1250

ohms, 2200 ohms, JPT100, JPT200, JPT500, JPT1000, NI100, NI200, NI500, NI1000, NI120, or Disable).

Disable Mode

45MR-6600-0 ~

RTD-00

RTD-01

RTD-02

RTD-03

RTD-04

RTD-056

The RTD channel can be disabled. You may only disable channels one-by-one. When a channel has been
disabled, the sample rate of the remaining channels will be increased automatically.

PT 50

+ PT 100
PT 200
PT 500
PT 1000
310 Ohm
620 Ohm
1250 Ohm
2200 Ohm
JPT 100
JPT 200
JPT 500
JPT 1000
NI100
NI 200
NI 500
NI1000
NI120

IPTT007 =

RTD-00

RTD-01

RTD-02

RTD-03

RTD-04

RTD-05
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Channel Name: The channel name is used for representing this channel (max. length = 16, “.” character is

not allowed).

RTD-00

PT 100 v

15t Point Meausred Value

-200.000

1% Point Scaled Value

-200.000

1st Point Measured Value: The 1st point value in the range of channel mode to be scaled to the 1st
Point Scaled Value (acceptable input value depends on the type of sensor).

2nd Point Measured Value: The 2nd point value in the range of channel mode to be scaled to the 2nd
Point Scaled Value (acceptable input value depends on the type of sensor).

RTD-00

2" Point Meausred Value

850.000

2" Point Scaled Value

850.000

Unit: The unit of the measured value.

1st Point Scaled Value: The scaled value of the 1st point (-4294967295 to 4294967295).
2nd Point Scaled Value: The scaled value of the 2nd point (-4294967295 to 4294967295).

Scaled Unit: The unit of the scaled value (max. length = 8, “.” character is not allowed).

TC Channel Settings

TC-00

TC-01

TC-02

TC-03

Sensor Type Drop-Down List: It lists all the sensor types that can be connected to this channel. Select
the sensor type for each channel (option: J Type, K Type , T Type , E Type , R Type , S Type , B Type , N
Type , £19.532 mV, £39.062 mV, £78.126 mV, or Disable).

K Type v
J T-ype |

T Type

E Type

R Type

S Type

B Type

N Type

+78.126 mV

+39.062 mV
| £19.532mV

TC-00

TC-01

TC-02

TC-03
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Disable Mode

JTYPE
TG00 | v KTYPE TC-00 -
T TYPE
ETYPE
RTYPE
TC01 STYPE TC-01 -
B TYPE
N TYPE
TC-02 Gl 120my TC-02 =
+39.062mV
+19.532mV
Disable
TC03 KIYPE 5 TC-03 -
TC-04 KTYPE ¢ TC-04 =
TC-05 KTYPE 4 TC-05 -
TC-06 KTYPE ¢ TC-06 -
TC07 KTYPE ¢ TC-07 -

The TC channel can be disabled. You may only disable channels one-by-one. When a channel has been
disabled, the sample rate of the remaining channels will be increased automatically.

Channel Name: The channel nhame is used for representing this channel (max. length = 16, “.” character is
not allowed).

TC-00 K TYPE v TC-00 L
15t Point Meausred Value 2" Point Meausted Value Unit

-200.000 1250.000 C
15t Point Scaled Value 2" Point Scaled Value Scaled Unit

-200.000 1250.000 €

1st Point Measured Value: The 1st point value in the range of the channel mode to be scaled to the 1st
Point Scaled Value (acceptable input value depends on the type of sensor).

2nd Point Measured Value: The 2nd point value in the range of the channel mode to be scaled to the 2nd
Point Scaled Value (acceptable input value depends on the type of sensor).

Unit: The unit of the measured value.
1st Point Scaled Value: The scaled value of the 1st point (-4294967295 to 4294967295).
2nd Point Scaled Value: The scaled value of the 2nd point (-4294967295 to 4294967295).

Scaled Unit: The unit of the scaled value (max. length = 8, “.” character is not allowed).
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System Power (SP) channel Setting
SP-00 System Power ¥ SP-00 a

System Power Lower Limit Value (Unit: v)

9.000

Channel Name: The channel name is used for representing this channel (max. length = 16, “.” character is
not allowed).

System Power Lower Limit Value: When the system power voltage drops below the limit, the system
power alarm will be triggered.

Field Power (FP) channel Setting
FP-00 Field Power % FP-00

Channel Name: The channel name (FP-00) is used to represent this channel (max. length = 16, *.”
character is not allowed).

Serial Port

This section introduces the serial port settings function.

The ioThinx 4510 serial port only supports Modbus RTU master in southbound communications. The
retrieved data and/or the exception code from the Modbus RTU slave will be stored in the ioThinx 4510’s
internal register.

Three steps are required to complete the serial port settings:
e Port Setting

e Device Setting

¢ New Profile Setting

ioThinx 4510 Series User Manual 51



Port 1/Port 2

Click the tab to configure the settings of Port 1 or Port 2.

7

NOTE

The Port 2 tab is only available when the Mode of the Port 1 is RS-485 2-Wire.

MOXA ioThinx 4510 Save & Restart | Logout

Network Mode Baudrate
Module RS-485 2-Wire v 9600 v
Serlal Poit Parity Data Bits
NONE v 8 v
Stop Bits Flow Control
Prc | +
1 v None v

Mode: The standard of the serial device connected to this port (option: RS-232, RS-422, or RS-485 2-
Wire).

Baudrate: The data transmission rate (option: 300, 1200, 2400, 4800, 9600, 19200, 38400, 57600, or
115200 bps).

Parity: The method of detecting errors in transmission (option: Even, Odd, or None).
Data Bits: The data bits in each character (option: 5, 6, 7, or 8).

Stop Bits: The stop bits sent at the end of every character (option: 1 or 2).

Flow Control: The handshaking method (option: None, RTC/CTS, or XON/XOFF).

Modbus RTU Device

ModbusRTUDev_1 b

¥ Enable Device

Device Name Device ID

ModbusRTUDev_1 1

=

Delay between Polls (Unit: 100ms)

10

Polling Timeout (Unit: 100ms) Polling Retries

30 3 v
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Device Drop-Down List: It shows the device name of the Modbus RTU devices. Select one device to
configure its settings. The green icon shows that data collection from the device is enabled.

ModbusRTUDev_1 v

‘ ModbusRTUDev_1 .
ModbusRTUDev_2 &
ModbusRTUDev_3 &
ModbusRTUDev_4 &

Enable Device: Click the checkbox to enable data collection from the device. The icon beside the Modbus
device in the Device Drop-Down List will change from red to green after being enabled.

Device Name: Name of the Modbus device (max. length = 16; “.” character is not allowed).
Device ID: The device ID of this Modbus device (options: 1 to 247; default: 1).
Advanced Button: Click this button to show/hide the following settings.

Delay between Polls: The delay time after polling the Modbus register(s) of the Modbus device (unit: 100
ms; 100 to 3600000; O disabled; default: 10).

Polling Timeout: The timeout value when polling data from the Modbus device (unit: 100 ms; 0 to 30000;
default: 30).

Polling Retries: The maximum number of retries after a polling timeout occurs (options: 0 to 10; default:
3).

NOTE

A maximum of four Modbus RTU devices can be connected to one serial port when the RS-485 mode is
selected.

ioThinx 4510 Series User Manual 53



Modbus RTU Device Profile

Click Add New Profile to create a profile of the selected device.

New Profile Setting
ADD new Profile

After creating a new profile, configure the settings of the profile.

Profile Setting - Profile-00

Profile Name Point Type

Profile-00 01: Coil Status (R/W) v
Start Address Length

0 1

Scan Rate (Unit- 100ms)

10
IR type IR Start Index
BOOL v 0 v

Swapped Value

== v

Exception Code Setting - WORD IR Index

— L

DELETE this Profile

Profile Name: Name the profile of the Modbus device (max. length = 16; “.” character is not allowed).

Point Type: Set the corresponding Modbus point type setting (option: 01: Coil Status (R/W), 02: Input
Status (R), 03: Holding Register (R/W), or 04: Input Register (R))

Start Address: Define the start address of this Modbus tag (0 to 65535).
Length: Define the length of the coil (1 to 48) or the register (1 to 48).
Scan Rate: Define how quickly to poll the profile data (unit: 100 ms; 100 to 3600000; default: 10).

IR Type: Set the internal register data type (option: BOOL, WORD, DWORD, FLOAT, UWORD, or UDWORD).

IR Start Index: Set the start number of the internal register for storing data. It only allows you to select
available internal registers, depending on the length you define.
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Swapped Value: Select a data conversion option.

IR Type Option
WORD Byte swap

1. Word swap and byte swap
DWORD 2. Byte swap

3. Word swap

1. Word swap and byte swap
FLOAT 2. Byte swap

3. Word swap
UWORD Byte Swap

1. Word swap and byte swap
UDWORD 2. Byte swap

3. Word swap

Exception Code Setting - WORD IR Index: Set the internal register for exception code. It only allows
you to select one of the available internal registers.

Delete this Profile: Click this button to delete this profile.

/7  NOTE

The maximum number of Modbus RTU device profiles that can be created is as follows.

1. RS 232: 1 serial port/1 device/4 profiles.
2. RS 422: 1 serial port/4 devices/16 profiles.
3. RS 485: 2 serial port/8 devices/32 profiles.

/7  NOTE

The UWORD and UDWORD are available from the v1.4 firmware and later versions.

Internal Register

This section introduces functions of Internal Register settings.

The Internal Registers, which store the data retrieved from the Modbus/RTU master, can be mapped to the
supported northbound protocols, such as Modbus/TCP, SNMP, RESTful API, and MQTT.

Each block represents one internal register location. Internal registers that are being used are showed with
a corresponding color bar at the top of the register, as shown below.

Mox,\ ioThinx 4510 Save & Restart | Logout

Internal Register Settings

BOOL (64] 'WORD (64 FLOAT (64)

BOOL ~ 64

Internal Register
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IR Type Drop-Down List: It lists all the IR types. Select the IR type to change or view its settings.

Internal Register Settings

BOOL (64)

BOOL ~

BOOL

WORD -

DWORD
FLOAT

IR Quantity: Apply a number to adjust the quantity of the selected IR type. The total available IR quantity
is 256.

BOOL (64 WORD (64 FLOAT (64

BOOL ~

The default services allocated are BOOL, WORD, DWORD and FLOAT. If you need to use UWORD or
UDWORD, you need to decrease the IR quantity of the current service and re-allocate the IR quantity to
UWORD or UDWORD.

For example, you can decrease the IR quantity of BOOL to 32, and then assign to UWORD.
Example - Release IR from BOOL

Internal Register Settings

BOOL (32) WORD (64) FLOAT (64) UNASSIGNED 32 I

UWORD ~ 0

Example - Re-allocate IR to UWORD

Internal Register Settings

BOOL (32) WORD (64) FLOAT (64) UWORD (32)

UWORD ~ 32
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IR Information: The IR status window will pop-up after you click one of the IR blocks. The name is used
for representing this internal register (max. length = 16, *.” character is not allowed).

BOOL #20

Name

BIR-20

Use

Modbus RTU Master

Device Name Device ID
ModbusRTUDev_b 5

Profile Name Point Type
Profile_22 01: Coil Status (R/W)
Start Address Length

1] 2

Scan Rate (Umit: 100ms) Swapped Value

10 -

Protocol

This section introduces the protocol settings functions.

Modbus TCP Slave

The Modbus TCP Slave section shows the definition of the device’s Modbus registers. It allows you to
define your own data point type or address of the Modbus registers. The point type and address of a register
can be default, existing configuration, or user-defined.

Load Default: Click this button to load default settings of all Modbus registers.

Modbus TCP Slave

Service Disabled Note: enable/disable this sen

LN Y

01: Coil Status (R/W)
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Reload Configuration: Click this button to reload the configuration settings of all Modbus registers.

Modbus TCP Slave

‘Service Disabled Note: enable/disable this sery

=

LN Y

01: Coil Status (R/W)

Filter: Type characters into the text box to filter the items in the Modbus Table.

Modbus TCP Slave

Service Disabled Note: enable/disable this service through Security Service Settings

F

a 9} Filter R-01
01: Coil Status (R/W) 02: Input Status (R) 03: Holding Register (R/W) 04: Input Register (R)
Start
Slot Point Start Address Register Data
# v Module Name © Parameter _ Type (DEC) = (DEC) = Length  Type
1 R-00 10Thinx4510 watchdogAlarmFlagClear a1 - 44800 044801 1 BOOL
2 R-00 ioThinx4510 birvalue 01 - 2560 002561 64 BOOL

Point Type Category: Click 01: Coil Status (R/W), 02: Input Status (R), 03: Holding Register
(R/W), or 04: Input Register (R) tab to see the registers under the specific point type.

01: Coil Status (R/W) 02: Input Status (R) ’ 03: Holding Register (R/W) ’ 04: Input Register (R)

Point Type Drop-Down List: Select the point type of the parameter when it needs to move to the other
point type. After you select the other point type, the parameter will disappear in the current-viewed
category and will move to the point type category you just selected (option: 01, 02, 03, or 04).

01: Coil Status (R/W) 02: Input Status (R) 03: Holding Reg

Point
#  Slot ~ Module Name Parameter Type

1 R-00 10Thinx4510 INTERNAL_REGISTER_BOOL ‘01 v
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Start Address Textbox: Change the value of the Start Address in the text box (0 to 65535 or leave it
blank). When there is no value in the text box, it will be displayed in light yellow. When it conflicts with
another register, it will be displayed in red. Revise the value to prevent address conflict. You can use the
Sort function to see where there is a conflict of addresses.

Point Start Address Start Register Data
#  Slot Module Name Parameter Type (DEC) ~ (DEC) Length Type
1 R-04 45MR-2601-0 doStatus 0 - - 16 BOOL

2 R-03 45MR-2600-0 doStatus o - 32 000001 16 BOOL

Overlapped with
#3

w
¥

3 R-056 45MR-2606-0 doStatus o - 000033 8 BOOL

Sort: The default-sorted column is the Slot from the lowest to highest slot humber. Click the green arrow to
change the sorting method. Click the gray arrows on the other columns to sort that specific column.

Point Start Al SS Start Regigter Data
# Slco Module NamO ParametO Type (DE! (DECG Length Type

1 R-00 ioThinx4510 SYS_WATCHDOG_ALARM_FLAG_CLEAR 01 - 44800 044801 1 BOOL

2 R-00 ioThinx4510 INTERNAL_REGISTER_BOOL 01 - 2560 02561 1 BOOL

#/ INFORMATION

Enable/disable this service through Security > Service Settings.

#/ INFORMATION

In the event that a conflict address value is entered, whenever you click on a different point type tab, the
previous configurations will be restored to avoid the conflict.

#/ INFORMATION

Refer to Modbus/TCP Slave Rules for the available Modbus register.
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SNMP

In the SNMP page, settings are divided into three tabs: SNMP, SNMP Trap/Inform, and Event Settings.

Dashboard “ SNMP Trap/Inform Event Settings
System .
SNMP Settings

Security
Network EEAEEISEERD  Note: enable/disable this service through Security Service Settings
Module Version v1 and v2c and v3 s
Serial Port
Contact
/0
Location
Internal Register
Protocol -
SNMPv1, SNMPvZ2c Settings
Modbus
SNMP Read Community public
MQTT
Write Community private

SNMP Settings

SNMP Settings

Note: enable/disable this service through Security Service Settings

Version v1 and v2c v
Contact

Location

Version: Select one of the SNMP version options (option: vl and v2c, v3 only, or vl and v2c and v3),
through which the SNMP Manager can access the SNMP agent of the device.

Contact: Type the contact of the SNMP server (max length = 30).
Location: Type the physical location of the SNMP server (max length = 30).

INFORMATION

Enable/disable this service through Security > Service Settings.
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SNMPv1, SNMPv2c Settings

SNMPv1, SNMPv2c Settings

Read Community public

Write Community private

Read Community: Type the community string matching for read authentication (max length = 30, default
= "public").

Write Community: Type the community string matching for write authentication (max length = 30, default
= "private").

SNMPv3 Settings — Read Only

SNMPv3 Settings — Read Only

Username v3ro
Authentication Protocol MD5 v
Authentication Password
Privacy Protocol CBC-DES v

Privacy Password

Username: Type the username for SNMP v3 settings (min. length = 1; max length = 30; AtoZ,atoz 0O
to 9, symbols, spaces and .()[1{}/\""@;: symbols are not allowed, default = "v3ro").

Authentication Protocol: Select Disable, MD5, SHA1, SHA-224, or SHA-256 for the authentication
protocol setting (default: MD5).

Authentication Password: Type the password for the authentication password settings (min. length = 8;
max length = 16; Ato Z, ato z, 0 to 9, symbols, at least one symbol and one nhumber, spaces
and .()[1{}/\'""@;: symbols are not allowed, default = "moxa-123").

Privacy Protocol: Select Disable, CBC-DES, or AES-128 for privacy protocol setting (default: CBC-DES).

Privacy Password: Type the password for the privacy password settings (min. length = 8; max length =
16; Ato Z, ato z, 0 to 9, symbols, at least one symbol and one number, spaces and .()[1{}/\""@;: symbols
are not allowed, default = "moxa-123").
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SNMPv3 Settings — Read/Write

SNMPv3 Settings — Read/Write

Username v3rw
Authentication Protocol MD5 r
Authentication Password
Privacy Protocol CBC-DES b

Privacy Password

Username: Type the username for the SNMP v3 settings (min. length = 1; max length = 30; Ato Z, ato z,
0 to 9, symbols, spaces and .()[1{}/\""@;: symbols are not allowed, default = "v3rw").

Authentication Protocol: Select Disable, MD5, SHA1, SHA-224, or SHA-256 for the authentication
protocol settings (default: MD5).

Authentication Password: Type the password for the authentication password settings (min. length = 8;
max length = 16; Ato Z, ato z, 0 to 9, symbols, at least one symbol and one humber, spaces
and .()[1{}/\'""@;: symbols are not allowed, default = "moxa-123").

Privacy Protocol: Select Disable, CBC-DES, or AES-128 for privacy protocol settings (default: CBC-DES).

Privacy Password: Type the password for the privacy password settings (min. length = 8; max length =
16; Ato Z, ato z, 0 to 9, symbols, at least one symbol and one number, spaces and .()[1{}/\""@;: symbols
are not allowed, default = "moxa-123").

#/ INFORMATION

Refer to SNMP Rules for detailed SNMP OID information.

SNMP Trap and SNMP Inform

Service Disabled (Invalid IP) Note: enable/disable this service through Security Service Settings
SNMP Trap vl
SNMP Inform v2c v

1st Server [P 0.0.0.0 2nd Server IP 0.0.0.0

1st Server Port 162 2nd Server Port 162

SNMP Trap: Select one of the SNMP version options (option: v1, v2c, or v3), through which the SNMP
server can receive the SNMP Trap from the SNMP agent.

SNMP Inform: Select one of the SNMP version options (option: v2c or v3), through which the SNMP server
can receive the SNMP Inform from the SNMP agent.

IP: Type the IP address of the SNMP server.

7/ NOTE

If the IP is 0.0.0.0, the ioThinx 4510 will not update the SNMP Trap/Inform to the server.
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Port: Enter the port of the SNMP server(default = 162).

SNMPv1 And SNMPv2c

1st Server Trap Community public 2nd Server Trap Community public

Trap Community: Type the community string matching for read authentication (max length = 30, default
= "public").

SNMPv3

1st Server Username v3 2nd Server Username v3

1st Server Authentication Protocol MD5 v 2nd Server Authentication Protocol MD5 s
1st Server Authentication Password =~ seesese 2nd Server Authentication Password =~ sesesess

1st Server Privacy Protocol CBC-DES ] 2nd Server Privacy Protocol CBC-DES s
1st Server Privacy Password ~ seereees 2nd Server Privacy Password | s

1st Server Engine ID Format ASCII ¥ 2nd Server Engine ID Format ASCII s
1st Server Engine ID moxa-123 2nd Server Engine ID moxa-123

Username: Type the username for the SNMP v3 settings (min. length = 1; max length = 30; Ato Z, a to z,
0 to 9, symbols, spaces and .()[1{}/\""@;: symbols are not allowed, default = "v3").

Authentication Protocol: Select Disable, MD5, SHA1, SHA-224, or SHA-256 for the authentication
protocol settings (default = MD5).

Authentication Password: Type the password for the authentication password settings (min. length = 8;
max length = 16; Ato Z, ato z, 0 to 9, symbols, at least one symbol and one number, spaces
and .()[1{}/\""@;: symbols are not allowed, default = "moxa-123").

Privacy Protocol: Select Disable, CBC-DES, or AES-128 for privacy protocol settings (default = CBC-
DES).

Privacy Password: Type the password for the privacy password settings (min. length = 8; max length =
16; Ato Z, atoz, 0to 9, symbols, at least one symbol and one number, spaces and .()[]{}/\'""@;: symbols
are not allowed, default = "moxa-123").

Engine ID format: Select ASCII or HEX for the engine ID (default = ASCII).
Engine ID: Type the engine ID to use (max length = 32 (ASCII) / 64 (HEX), default = “moxa-123")

NOTE

In HEX format, please add a “0” for single-digit engine IDs. (e.g. “3” should be “03").
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Event Settings

System Event Setting

C’Enable System Event Alert

Enable System Event Alert: Enable the SNMP Traps related to system information. The Trap items are
listed in the table below.

Item Description

Boot-up Triggers when each boot-up procedure is completed and "ready" is reached.
Reboot Triggers when issuing a command to restart.

Login failure Triggers when the username or password is entered incorrectly.

Module mismatch Triggers when device status is "Module mismatch".

Internal bus error Triggers when device status is "Internal bus error".

Safe mode Triggers when device status is "Safe mode".

1/0 Event Setting

Channel Mode/
# Module Name Name Range Trigger Value Hysteresis Alert Type Specific ID
®© 0O 1 45MR-260 v D00 ~ DI On Chani v - - SNMP Triv 1
4.000 -
© 0O 2 45MR-380 v Al-00 v 20.000 Greater v 4.000 0.000 SNMP Iniv 1

ADD NEW ALERT (2/64)

Each row in this page represents one monitored event.

Click the exit delete icon to delete the event: o

Click the duplicate icon to duplicate the event: )

The ioThinx 4510 supports a maximum of 64 events. Click ADD NEW ALERT to create a new event.
Module Name: Select a module. Only input modules will be listed here.

Channel Name: Select the channel you want to monitor the event.

Trigger: Select the event trigger type. For Digital Input, there are three options, On Change, ON to OFF,
and OFF to ON. For Analog Input, the two trigger options are Greater and Less.

Value: Type the threshold value of the trigger. This is only used for Analog Input events.
Hysteresis: Type the hysteresis value of the trigger. This is only used for Analog Input events.

For illustration purposes, consider the following example where we set the AI-00 channel’s trigger value to
be greater than 5 with a hysteresis of 1, and also smaller than 5 with a hysteresis of 1.

# Module Name Channel Name Mode/Range Trigger Value Hysteresis Alert Type Specific ID
o [m} 1 45MR-3800-0 : Al-00 %+  4.000-20.000 Greater : 5.000 1.000 SNMP TRAP : 1
(<] (] 2 45MR-3800-0 s Al-01 % 4.000-20.000 Less v 5.000 1.000 SNMP TRAP + 1
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When Trigger = Greater, Value = 5, and Hysteresis = 1, the SNMP trap will only be triggered if the analog
signal fluctuates from 4 to 5, as depicted in Scenario 1 below. However, if we change the settings to Value
= 5 and Hysteresis = 2, the SNMP trap will only be triggered if the analog signal fluctuates from 3 to 5.

Value

Scenario 2
No Trigger

Scenario 1
Trigger

When Trigger = Less, Value = 5, and Hysteresis = 1, the SNMP trap will only be triggered if the analog
signal fluctuates from 6 to 5, as depicted in Scenario 1 below. However, if we change the settings to Value
= 5 and Hysteresis = 2, the SNMP trap will only be triggered if the analog signal fluctuates from 7 to 5.

Value
(9]

MQTT

Scenario 2
No Trigger

Scenario 1: Trigger

The ioThinx 4510 supports MQTT version 3.1.1. In this section, we introduce the MQTT settings. The MQTT
configuration page has two channels: Connection Settings and Topic Settings.

MOX/\ ioThinx 4510 Save&Restart | Logout

mart

Connection Settings

Connection Settings

Topic Settings

Service Disabled
Note: enable/disable this service through Security Service Settings

Broker IP
® L

192.168.127.1

Broker Port Device ID

1883 moxa_io_0090e8762e4c

Keep Alive Interval (Unit: sec)

60

Retry Period (Unit:sec)

30

TS

Disable ¥:

O Authentication

User Password
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Connection Settings
Broker IP: Choose an IP address or domain name for the MQTT broker.
Broker Port: Specifies the broker port in this column.

Authentication: Select the Authentication checkbox to enable the username and password settings. The
username and password are used when an MQTT client connects to a broker.

Keep Alive Interval: Keep alive is designed to ensure that a connection between the MQTT client and
broker exists. The ioThinx 4510 will send the keep alive packets to the broker at designated intervals.

Device ID: The Device ID is used by the broker to identify each client that is connected to it. The ioThinx
4510’s Device ID is unique and cannot be changed. The ID comprises the prefix moxa_io_ followed by the
MAC address of the ioThinx 4510.

TLS: The ioThinx 4510 uses TLS to encrypt MQTT transmissions. You may enable or disable TLS.

/A WARNING

If TLS encryption is disabled, the username and password will be transmitted in plain text.

Advanced
Click the Advanced button to view the Last Will & Testament Settings.

‘ Advanced ‘

Last Will & Testament

Last Will Topic Last Will Message
ioThinx_4510/read/lastwill Device is offline
Last Will QoS Retained
0 - Disable B

Last Will Topic: The “topic” of the last will message that will be sent to the broker. This item is not
configurable.

Last Will Message: The message that will be sent to the broker when the connection between the ioThinx
4510 and the broker is disconnected. This item is not configurable.

Last Will QoS: The ioThinx supports three QoS levels:
e QoS 0 (at most once): Data is delivered without acknowledgement. This level of QoS provides best-
effort delivery but without guarantee.

e QoS 1 (at least once): Data is delivered with acknowledgement. In this case, when the ioThinx 4510
sends data, it expects to receive an Ack back from broker. With this level of QoS, data may be delivered
multiple times.

e QoS 2 (exactly once): Data is delivered exactly once using a “four-part-handshake”. This level of QoS is
the most reliable, but is generally slower than QoS 0 and QoS 1.

Retained: The broker will save messages that are not delivered to a subscriber who is offline when the
message is first delivered and then resend the message when the subscriber comes back online.
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Topic Settings

All the topics provided by the ioThinx 4510 will be listed here. The topics are default disabled. You need to
select the topics that must be enabled. The topic which can be published or subscribed are listed in the page
Publication or Subscription, respectively.

MOX/\ ioThinx 4510 Save & Restart | Logout
Topic Settings

o § "
Batch Edit Filter | Filter Attribute Enable Disable SEIGYVEISES 132 vesul\(s)l

A Batch Edit

[ZENER Enable | Disable NOCR QoS0 QoS1 QoS2 [REEIEC)

riooer [ s e [ 0 onen Topic Table

Subscriber
# Enable slot Channel Topic Qos Retained Trigger Condition
mart 1 RO1 D00 ioThinx_4510/read/45MR-1601-0@DI-00/diStatus 0 $ On Change ] - (Unit: %)

2 RO1 D01 ioThinx_4510/read/45MR-1601-0@DI-01/diStatus 0 4 On Change s - (Unit: %)
3 RO D02 ioThinx_4510/read/45MR-1601-0@DI-02/diStatus 0 : On Change s - (Unit: %)
4 RO1 D03 ioThinx_4510/read/45MR-1601-0@DI-03/diStatus 0 $ Interval s 5 (nit: sec)
5 RO1 DI04 ioThinx_4510/read/45MR-1601-0@DI-04/diStatus 0 4 Interval s 5 (Unit: sec)
6 RO1 D05 ioThinx_4510/read/45MR-1601-0@DI-05/diStatus 0 : > On Change s - (unit: %)
7 RO1 D06 ioThinx_4510/read/45MR-1601-0@DI-06/diStatus 0 4 On Change ‘ - (Unit: %)

Filter: The ioThinx 4510 has a filter function in the top right corner of the subscriber page that allows users
to find topics more easily. Click the Value/Attribute/Enable/Disable buttons and then type a keyword to
find a topic within several seconds. The nhumber of filtered topics will be shown as well.

Value/Attribute: The following most frequently used IO data will be filtered by Value. Other IO data,
which is not listed, will be filtered by Attribute.
e diStatus

e diCounterValue

e diCounterStauts

e doStatus

e doPulseStatus

e relayStatus

e relayCurrentCount

e aiStatus

e aiValueScaled

e aoStatus

e aoValueScaled

e rtdStatus

e rtdValueScaled

e  tcStatus

e tcValueScaled

Enable/Disable: Filter out the enabled or disabled topic.
Textbox: Type in the topic that you would like to filter.

Batch Edit: The ioThinx 4510 supports the Enable/Disable/QoS/Retain/Trigger function for batch
editing. When the batch edit function is clicked, all filtered topics will be set. If the topic does not support
the batch edit function (e.g., the topic does not support On Change but the user batch edits all), the edit
will be skipped by the topic.
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NOTE

The ioThinx 4510 only supports 256 topics. If there are over 256 filtered topics, the enable button will be
disabled.

Topic Table: All data that can be published or subscribed is listed in the table on the Publisher or
Subscriber page.

Slot: The slot associated with the data.
Channel: The channel associated with the data.
Topic: Topics include the following items:

e  Publish: {deviceName}/read/{ioName}/{parameters}
e  Subscribe: {deviceName}/write/{ioName}/{parameters}
» {deviceName}: the device name which user specified in Device Setting Page

> {ioName}: the {ioName} is in the format {moduleName@channelName?}. User can specify the
module name in Module page and channel name in I/0 pages, respectively.

> {Parameters}: the parameters is showed the data which will be accessed by MQTT. Please refer to
the Appendix for the detail description of data.
QoS: The QoS of each topic. It shares the same level with Slot/Channel/Topic.

Retain: Enables the retain function to force the broker to keep the latest data and send it to subscribers
when subscribers are back online.

Trigger and Condition: Determines how the topic will be published.

e Interval: The topic will be published at specific intervals.
e OnChange: The topic will be published when the change criteria are met:
» For Digital Input, the topic will be published when the value changes.

> For Analog Input, the topic will be published when a specific percentage of the data changes
compared with the previous update. The percentage refers to the full range.

NOTE

Setting a short interval may cause an unsuccessful publish.

NOTE

When ioThinx 4510 powers up, the device will send the data of the topics to be published to the MQTT
broker, ensuring the completeness and accuracy of the data on the broker.
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5. Configuring the ioThinx 4510

Configuring the Unit

This section explains how to configure this device through the web console from the beginning. If you
require additional information, please refer to Preparing Software Tools before reading this section.

Log In to the Unit

Follow the steps to log in to the unit.

Step 1: Open your web browser and type the default IP address of the device, 192.168.127.254.

Step 2: On the login page, type the default username/password (admin/moxa) to log in to the Web
Console.

MOX/\ ioThinx 4510

Username
admin

Password
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Configuring Module Settings

After you have logged in, you can see the dashboard or the module settings page. If the detected module
matches the configured module, you will see the Dashboard as below. Then click Module in the Menu
panel to go to the module settings page.

NMOX/\ ioThinx 4510 Save & Restart | Logout

Dashboard
System Information
System

Security

Network E —
- Module & 1/0 Connection
Serial Pont

Device Name Device-00

System Status m

Status Description

Please change the default password in consideration of higher

Module Count 10 security level.
Firmware Version V0.8 build180606
Serial Number 3EBINEIS3
LAN IP Address 192.168.1.1
LAN MAC Address 00:90:E8:CC:DD:EE
System Date & Time 2018/12/31 23:59:01

System Elapsed Time 528:12:30

If you see the module settings page as opposed to the dashboard, click Edit to enter the edit mode and
start editing the module settings.

MOX/\ ioThinx 4510 Save & Restart | Logout
Module
x Cancel X Al =

Slot Detected Module

Configured Modul

e
45MR-1600 > 45MR-1600 45MR-1600-0 O =

45MR-2404T > 45MR-2404- 45MR-2404-T0 O =
T
45MR-1601 >

45MR-3800 >

In edit mode, if any detected modules and configured modules do not match, then the configured modules
will be highlighted as shown below.

Slot Detected Module Configured Module
45MRB-1600 > [ 45MR-1601  45MRB-1601-1 E]
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Click Auto Matching to match the conflicted modules.
If not, you can use the “Auto Match” function or swap the module to change the module sequence.

If you want to rearrange the 45MR modules automatically, you can click “Auto Match”.

Auto matching
vonngured Module

If you want to change configurations, use the swap function. To swap the module sequence, move the point
to the module, click the left button on the mouse and hold it. After the module color changes to green, you
can move it to change the position of the module.

Configured Module

45MR-1600 45MR-1600-0 0o =

© 45MR-1601  45MR-1601-0 ]

Changing Device Name

Set the name of this device through System > Device Settings. We recommend choosing a unique name
for the device to easily differentiate it from other devices.

MOXA ioThinx 4510 Save & Restart | Logout
Time Settings Watchdog LLDP Configuration Firmware

I System
Device Settings
Security

Dashboard

Network Device Name ioThinx_4510
Module
Language English v
170
Serial Port
Internal Register
Protocol ¥
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Changing the Username and Password

To have higher levels of security, we recommend changing the username and password after your first
login. Click Security > User Settings as shown in the screenshot below.

MOX/\ ioThinx 4510 Save&Restart | Logout
e Service Settings User Settings Account Settings Access Control Certificate Settings

¥ User Settings
| Security

b No. Type Usemame Permissions

1 Administrator admin Full control
2 Operator operator Dashboard and I/0 status change

. 3 User user Dashboard

;
Type Administrator v
Enable

Newilisarmams Must be 1-30 characters. Cannot include spaces, but letters, numbers, and symbols are allowed.

Admin Password

New Password Must be 4-16 characters, Letters, numbers, and symbols are allowed. Must include at least one number

and one symbol

Confirm Password

# INFORMATION

The default username is admin, and the default password is moxa.

Configuring Service Settings

Click Security on the menu panel to enter the security settings page, as shown below. For service settings,
the user can enable or disable the service control access.

MOX/\ ioThinx 4510 Save&Restart | Logout
ek Service Settings User Settings Account Settings Access Control Certificate Settings

Service Settings

No. Service TCP/UDP Port
1 Web Service via HTTP TCcP 80

Web Service via HTTPS
a 1 MUST import sef signed crtifcate before enadling he web service via HIT3, o he brawser may biock he connection cp 443
2 The maximum number of 45MR module is eight slots when the HTTPs web service and two of following three protocols (SNMP/ Modbus TCP / Modbus RTU), are enabled simultaneously.

i : o = RESTful APl via HTTP TCcP 80
[m] 4 RESTful APl via HTTPS TCcP 443
[m] 5 SNMP Agent/Trap/Inform ubP 161
[m] 6 Modbus/TCP Slave TCcP 502
© Modbus/RTU Master
o 8 MQTT Client TCP
o 9 LLOP UubpP
10 10xpress/MCC Tool/MXIO TCP/UDP 10124/4800
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Configuring Account Settings

For account settings, you can change the parameters and define the login failure message and system
usage notifications. If you want to know the access history, the ioThinx 4510 Series supports access log
export, which can store up to 1000 records.

MOX/\ ioThinx 4510 Save & Restart | Logout

Service Settings User Settings Account Settings Access Control Centificate Settings

Account Settings
Secuity
& dle Timeout (it min) | 5

Retry Failure Threshold (uni tives) | 5

Lockout Time (uni mins)

Login Failure Message
System Use Notification

Enable Local Systog B
Local SysLog Export (e 2000 ecorcs)
Clear

Enable Remote Systog

Remote systogsener (P
1921681201

Remote SysLogFaciity | locald v

Remote SysLog Severity | Information v

Configuring Network Settings

Click Network on the menu panel to enter the network settings page, as shown below. The ioThinx 4510
Series supports Ethernet daisy-chain topology with one MAC address. For this LAN port, it supports static IP
and DHCP mode. The user can configure it via the LAN settings.

MOX/\ ioThinx 4510 | Logout
Dashboard

Security IP Configuration Static IP v
| Network

IP Address 182 168 .127 254

Netmask 255 255 255 . 0

al P

Gateway 0.0 .0 .0

DNS1 0 0.0 .0

] ¥
DNS2 0.0 .0 .0
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Configuring Serial Port and IR Settings

Click Serial Port on the menu panel to enter the serial port settings page. For more detailed information,
please refer to the Serial Port section in Chapter 4.

[V | OX/\ ioThinx 4510 Save & Restart | Logout

Network Mode Baudrate
odul RS-485 2-Wire v 9600 v
Serial Port Parity Data Bits
NONE v 8 v
Internal Register
Stop Bits Flow Control
Protoc +
v None v

1

Click Internal Register on the menu panel to enter the internal register settings page. For more detailed
information, please refer to the Internal Register section in Chapter 4.

MOXA ioThinx 4510 Save & Restart | Logout

Dashboard

Internal Register Settings

JWORD FLOAT (64)

BOOL (64) WORD (64)

BOOL ~ 64

Serial Port

Internal Register
[cm—|—

Protocol +

74
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Configuring I/0 Settings

Click I/0 on the menu panel to enter the I/O settings page. For more detailed information, please refer to
the I/0 Settings section in Chapter 4.

M OXA ioThinx 4 Save & Restart |

o _
System

45MR-1600-0 ~

DI-00 DI v D100 -
Serial Por
/0 DI-01 DI x D101 v
DI-02 DI r D02 -

Configuring Modbus Address Settings

Click Modbus on the menu panel to enter the Modbus TCP Slave setting page. On this page, you can see all
the Modbus TCP addresses categorized by coil status, input status, holding register, and input register.

MOX/\ ioThinx 4510 Save & Restart | Logout

Dashboard

Modbus TCP Slave

Service Disabled) Note: enable/disable this service through Security Service Settings

Qo Filter R-01
I 01: Coil Status (R/W) 02: Input Status (R) 03: Holding Register (R/W) 04: Input Register (R)
~ernal Fort A e
Point Start Address Start Register Data
Irternal Register #  Slot v Module Name © Parameter © Type (DEC) = (DEC) © Length  Type
Pratacol 1 R-00 ioThinx4510 watchdogAlarmFlagClear 0 v 44800 044801 1 BOOL
Madbus
SNMP 2 R-00 ioThinx4510 birValue 01 - 2560 002561 48 BOOL

To change Modbus addresses, you can click Reload default Modbus address, Reload current device
address, or manually change the addresses.
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Configuring SNMP Settings

Click SNMP on the menu panel to enter the SNMP settings page as shown below.

MOX/\ ioThinx 4510 Save & Restart | Logout
Dashboard SNMP SNMP Trap/Inform Event Settings

o _

Security
Network p;u};tqﬂ Note: enable/disable this service through Security Service Settings
Mgule Version vl and v2c $
Serial Port
Contact
170
Location
Internal Register
Protocol o
SNMPvV1, SNMPv2c Settings
Modbus
I SNmp Read Community public
MQTT
Write Community private

The ioThinx 4510 Series supports SNMP, SNMP Trap, and SNMP Inform. After configuring these settings,
please download the mib file from Moxa’s website. For detailed information on the structure of the mib file,
please refer to the SNMP section in Chapter 4.

Configuring MQTT Settings
Click MQTT on the menu panel to enter the MQTT settings page, as shown below.

MOX/\ ioThinx 4510 Save&Restart | Logout

Connection Settings

Network T
Note: enable/disable this service through Security. Service Settings

Serial Port Broker IP

170 192.168.127.200

Broker Port Device ID

1883 moxa_io_0090e8eb3214

Keep Alive Interval (unit: sec)

60

Ml Retry Period (Unit: sec)
30

LS
Disable

1 Authentication

User Password

The ioThinx 4510 supports generic MQTT, and after configuring it, the ioThinx 4510 will connect the MQTT
broker automatically. For detailed information about topics and payloads, refer to the MQTT section in
Chapter 4.
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Mass-deploying the Settings

The mass-deploying function can be performed by IOxpress utility. IOxpress is a Windows utility, and the
system requirements are listed below:

oS Microsoft Windows 2000, XP or later
CPU Intel Pentium 4 CPU or higher
RAM Min. 512 MB, 1024 MB is recommended
Network 10/100 Ethernet
»
s NOTE

The ioThinx 4510 Series is only compatible with IOxpress v2.4 or later.

#/  INFORMATION

To get the latest version of IOxpress, please download it from www.moxa.com

You can import/export configurations, update firmware, set the date and time, retrieve system log, change
IP, change device name, get HTTPs certificate, restart device and load factory default by IOxpress. Before
using the mass-deploying function, please complete the following steps to search for all devices first.

Step 1: Make sure the IOxpress service is enabled in Security > Service Settings.

MOX/\ ioThinx 4510 | Logout

Service Settings
u Security

No. Service TCP/UDP Port

1 Web Service via HTTP TCP 80
2 MUST import the self-signed certificate before ev:;l:rze‘;‘;lz:bvs‘:::vzsmps or the browsers may block the connection ee 443
3 RESTful API via HTTP TCcP 80
4 RESTful APl via HTTPS TCcP 443
5 SNMP Agent upP 161
6 Modbus/TCP Slave TCcP 502
7 Modbus/RTU Master
8 MQTT Client TCcP

I 9 I0xpress/MCC Tool/MXIO TCP/UDP 10124/4800

Step 2: Connect the devices by Ethernet cables and then power them on.
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Step 3:

Open IOxpress, go to the Device Library and click Device > Search in the menu.

Exn cos
Wb Console... Ctrl+W
dlete... Ctrl+Del  fployment

jse Internal Memory

(Al

[l Mo. Device Name

Step 4: Step 4: In the Search for Devices window, choose the product series you would like to search
for in the By Product Series dropdown menu, and then click Submit. IOxpress will search the
devices and list them in the table.

Search for Devices A @
LAN ‘ WAN | CDA |
(@) By Product Series [AJI v]
() By Product Model All
©) By MAC Address 0090 :E5: |00 |: |00 |: (01
(71 By IP Address 192 . 168 . 1 . 1 @ to 192 , 168 . 1 . 254 |(leavesecondIP blank if
- - searching For a single device)
Mask 255 . 255 . 255 . O
[ sumt || cancel |
/  NOTE

If the devices cannot be found, check the network setting of the devices.
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/  NOTE

The ioThinx 4510 supports only LAN search when using IOxpress.

Updating Configuration to Multiple Units

IOxpress supports updating configuration of multiple units. Follow the steps to complete this task.

Step 1: Export the configuration file of a device through the web console. Refer to Backing up
Configuration Files for more details.
Step 2: Select Update Configuration to Device in the dropdown menu.
o Mo 10vpress I
Project Device Configuration Options Help
-_— - - (f: | ﬂ | i | } v
NEsE 98« -
=Device Library Deployment
te Caon ation to Device -
Locate Device
Update Configuration to Device
Get Configuration from Device
Update Firmware
Set Devioe Date & Time Apply to Al
Retrieve System Log
Restart Device
Load Factory Default del Name (Cellular
Change IP Address
Change Device Mame
Step 3: Click the File column of the selected device in the table and then choose the configuration file
from Step 1.
e e TRRSTEE . & e s O WE o
Project Device Configuration Options  Help
ST e 101
SioThink_4510 - 192.168.127.254
Overwrite Network Setting
Al - Apply to All
™ No. Device Name Model Name  (Celular) IP Address CDA IP Address MAC Address Configuration File lock  Username Passwor d Result
B o N T ” ;
(==) DevicelLibrary
4] contasotan == i
Step 4:

Select the device(s), type the username and password, and then click Submit. Then, IOxpress
will execute the task on the selected devices. A message stating that the action was successful
will show up in the Result column if the process is successfully completed.

/" INFORMATION

Click Apply to All if the selected devices have the same settings.
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/" INFORMATION

Back up the configuration before updating to a new configuration.

Setting Date and Time to Multiple Units

The IOxpress supports setting the date and time of multiple units. Follow these steps to complete this task.
Step 1: Step 1: Select Set Device Date & Time in the dropdown button

la Moxa IOxpress - C:\Users\Puinc\DDcumerﬂs\Mcxa\[Oxpress\Database\IO){press.prj_

Project Device Configuration Options Help
@A ~ e IE
A8 MG

[diange Device Name A J
Locate Device

Update Configuration to Device
Get Configuration from Device

Update Firmware
Set Device Date & Time

¥ H

=aDevice Library

Apply to All Restore
Retfrieve System Log
Restart Device
Load Factory Default Fdel Mame (Cellular) IP Address

Change IP Address
Change Device Mame

Step 2: Select either Sync with PC or Manual Setting. For manual setting, type the Local Date and
Time, which will be set on the device(s).

Step 3: Select the device(s), type the username and password, and then click Submit. IOxpress will
execute the task on the selected devices. A message stating that the action was successful will
show up in the Result column if the process is successfully completed.

/  INFORMATION

Click Apply to All if the selected devices have the same settings.

Project Device Configuration Options Help

2l NI ] a3 e

NEE I8 - -

SioThink_4510 - 192, 168.127.254

Set Device Dale & Time. -
® Sync with PC @ Manual Setting  Date: 2018/10/22 Time: 17:26:28 = (wrc)y
[T No. Device Name Model Name  (Celluiar) 1P Address CDA IP Address MAC Address Lock  Username Fassword Result
| o 0 5 4

(=) peveetbrary

| configuaton Lbrary
@ | Submit

Date Time Event

i
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Changing IP Addresses to Multiple Devices

IOxpress supports changing IP addresses for multiple devices:
Step 1: Select Change IP Address in the dropdown button list.

e e A
Project Device Configuration Options Help

NEHEd8 < =l

(=pDevice Library Deployment

Idlange IP Address v]
Locate Device

Update Configuration to Device

Get Configuration from Device

Update Firmware

Set Device Date & Time

Retrieve System Log

Restart Device

Load Factory Default del Na
Change Device Mame

Get Certificate from Device

Step 2: Select the device(s), change the IP address, type the username and password, and then click

Submit. IOxpress will execute the task on the selected devices. A message showing success will
appear in the Result column if the process was completed successfully.

Changing the Device Name of Multiple Devices

IOxpress supports changing the device name of multiple devices:

Step 1: Select Chang Device Name from the dropdown list.

5 vowe e
Project Device Configuration Options Help

Neasd8 -«
=)Device Library | Deployment _

IChange IP Address v]
Locate Device

Update Configuration to Device

Get Configuration from Device

Update Firmware

Set Device Date & Time

Retrieve System Log

Restart Device

Load Factory Default del N
Change IP Address

Get Certificate from Device

Step 2: Select the device(s), change the device name, type the username and password, and then click

Submit. IOxpress will execute the task on the selected devices. A message showing success will
appear in the Result column if the process was completed successfully.
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Retrieving the System Log From Multiple Devices

IOxpress supports retrieving the system log from multiple devices.

Step 1: Select Retrieve System Log from the dropdown list.

5 Mo e A

Project Device Configuration Options Help

— — .-._. ;;’ | E | . {...‘—. -
Iﬂlange IF Address v]
Locate Device
Update Configuration to Device

Get Configuration from Device
Update Firmware
|Set Device Date & Time
Refrieve System Log

Restart Device

Load Factory Default odel N
Change IP Address
Change Device Mame

Get Certificate from Device

Step 2: Specify the folder location.

l&gg_ig\re System Log ']
System Log Folder: C:'\Users\Public\DocumentsMoxa\IOxpress @
Al | Apply to Al
[T Mo. Device Name Model Name {Cellular) IF Address CDA IP Address MAC Address Lock  User

Step 3: Select the device(s), type the username and password, and then click Submit. IOxpress will
execute the task on the selected devices. A message indicating success will appear in the Result
column if the process is completed successfully.
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Getting a Self-signed Certificate From Multiple Devices

IOxpress supports getting self-signed certificates from multiple devices.

Step 1: Select Get Certificate from Device from the drop-down list.

i o e

Project Device Configuration Options Help

f

NEE A8 =66

(=3 Device Library Deployment _

[[‘J'lange IP Address v]
Locate Device

Update Configuration to Device

Get Configuration from Device

Update Firmware

Set Device Date & Time

Retrieve System Log

Restart Device

Load Factory Default ode
Change IP Address
Chane Device Name

Get Lertlﬁmte from Device

Step 2: Specify the folder location.

Et Certificate from Device ']
Certificate File Folder: C:\Users\Public\Documents \Moxa\[Oxpress @

B

Step 3: Step 3: Select the device(s), type the username and password, and then click Submit.
IOxpress will execute the task on the selected devices. A message showing success will appear in
the Result column if the process is completed successfully.

Monitoring and Operating the Unit

To monitor and operate the device, go to the Dashboard of the Web Console.

#/ INFORMATION

The ioThinx 4510 Series supports three different user profiles (Administrator, Operator, and User). Refer
to User Settings for the permission information of each profile.

/7  NOTE

For the device with firmware v1.3 and before, the HTTPS web service can only be used for configuration
purposes; it cannot be used to monitor or operate the unit.
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Monitoring Module & I/0 Status

Under the Dashboard of the web console, click Module & I/0 to go to the module and I/O status web
page.

MOX/\ ioThinx 4510 Save & Restart | Logout

Dashboard

System Information

Module & I/0 Connection

Device Name Device-00

system Status (D fode.

Protocol + Status Description

Please change the default password in consideration of higher security level.

The upper side of this page shows the module status, including Slot position, module Status, Firmware
Version, Module Name, Model Name, and Serial Number. Click Locate to identify the physical location
of the module. The module’s LED will blink green.

The lower side of the page shows the I/O status and allows you to operate the status of the output
channels, such as DO, Pulse, or Relay channels. Refer to the Module & 1I/0 section for detailed information.

MOX/\ ioThinx 4510 Save & Restart | Logout

Dashboard

€ System Information I Eﬂ"
Slot R-1
Module Name  45MR-1600-0 Model Name 45MR-1600
Firmware Version V0.87 build180608 Serial Number 3E8INEI94
Locating
Internal Register
Protocol

Digital Input

No. Name Mode Value Trigger Filter Status Operation
0 DI-00 DI - = soous (@D -
1 DI01 ] = P 750000us (D) o~
2 DI02 DI = + 750000us (@D -
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Monitoring Connection Status

Under the Dashboard of the web console, click the Connection button to go to the connection status web
page.

MOXX/\ ioThinx 4510 Save & Restart | Logout

Dashboard

System Information
System

Module & I/0 Connection

Device Name Device-00

System Status m E‘ ‘

Status Description

Please change the default password in consideration of higher security level.

The connection status page lists the connection information from other hosts.

MOX/\ ioThinx 4510 Save&Restart | Logout
Baghiiiand € System Information

Connection List

# Source Host Address Type Port
1 192.168.1.1 Web/Http 80
2 192.168.1.2 SNMP 161
3 192.168.1.3 Modbus TCP Slave 502
—— 4 192.168.1.4 Web/Https 443

/7  NOTE

Some browsers may create more than one Web HTTP/HTTPs connection at the beginning. Once the
connection is established, the browsers will only keep one and drop the others. Thus, it is normal that
more than one Web HTTP/HTTPs connection is listed in the table at the beginning.

Exiting Safe Mode Status

This device has a watchdog service to monitor the status of the predefined TCP connection (refer to Account
Settings for detailed settings). If the predefined TCP connection has no response for a designated period,
the device will enter the safe mode status. To exit safe mode status, if the auto clear safe mode is disabled
in the watchdog settings, log in to the device’s web console and click the Exit Safe Mode button to revert
the device back to normal mode after the Modbus connection has reconnected.

MOX/\ ioThinx 4510 Save&Restart | Logout

Dashboard
System Information

E =

Module & I/0 Connection

Device Name Device-00

Internal Register system status (I

Protocol + Status Description Please change the default password in consideration of higher security level.
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Maintaining the Unit

This section introduces the maintenance functions of the ioThinx 4510 Series.

Backing up Configuration Files

This device can only be configured through the web console. After configuration, the configuration file can

be retrieved from the device to perform backup and mass deployment. Follow the steps to retrieve the
configuration file from the device.

Step 1: Go to the configuration page via Menu > System > Configuration
Step 2: Click Download from Get from Device and choose the location to save the .cfg file.

MOX/\ ioThinx 4510 Save&Restart | Logout
’ Device Settings Time Settings Wetchdog Lop Firmware
—

Configuration

Select File Browse g€t a configuration file.

Update network settings (IP. Gateway, etc) ()
Update to Device*
Get from Device Download
Load to Default** Reset

*DO NOT DISCONNECT POWER OR NETWORK CABLE during the update process!

**Backup configuration file before loading factory default configuration.
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Updating the Firmware

Follow the steps to update the firmware to the device.

Step 1: Go to the configuration page via Menu > System > Firmware
Step 2: Click the Browse button to select a firmware file to update
Step 3: Click the Update button to start the update process

MOXY/\ ioThinx 4510 Save&Restart | Logout

Configuration Firmware

Firmware

Device Settings Time Settings Watchdog LLDP

Firmware Browse Please select a firmware file.
Update to Device*
*DO NOT DISCONNECT POWER OR NETWORK CABLE during the update process!
*Do not cancel the update process after clicking the "Update” button.
“Backup configuration file before updating device firmware

*To the user who need to downgrade firmware version, please reset system to default before uploading firmware.

/7  NOTE

When the device is updating, do not turn the power off as it might corrupt the device.

/7 NOTE

The firmware cannot be updated via HTTPS. For those users who have security concerns, we suggest to
use the manageability utility, IOxpress, to update firmware.

/7 NOTE

Performing a firmware update will delete the configurations in the device. Back up the configurations
before performing the firmware update.
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Restarting the Unit

This device will restart automatically after the firmware and configurations have been updated. The user can
also restart the device manually.

Step 1: Click Save & Restart on the right upper corner of the page.

MOX/\ ioThinx 4510 Save & Restart | Logout
Menu
System Information
I Dashboard
A A
Step 2: The device will confirm that you want to perform a restart. Click Restart Device to restart the

device.

MOX/\ ioThinx 4510

d

Save&Restart | Logout

Configuration has not been modified.
Do you want to restart the device?

ESCUEVAT Cancel

#/  INFORMATION

This device does not have a battery. Therefore, if the device is powered off, the system date and time will
have to be set again. If the NTP server is not available, set the date and time of the device after rebooting.
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Loading Factory Default Settings

There are three ways to restore the device to factory default settings.

1. Follow the steps to load the factory default settings from the web console.
a. Go to the configuration page via Menu > System > Configuration
b. Click Reset located under Load to Default and then the device will return to default settings.

MOX/\ ioThinx 4510 Save & Restart | Logout
5 Device Settings Time Settings Watchdog LLDD Firmware
—

Configuration

Select File Browse Please select a cgfifiguration file.

Update network settings (IP. Gateway, etc)  (J
Update to Device*
Get from Device Download
Load to Default** Reset

*DO NOT DISCONNECT POWER OR NETWORK CABLE during the update process!

**Backup configuration file before loading factory default configuration

7/ NOTE

Loading the factory default settings will delete the configurations from this device. Please back up the
configurations before loading the factory default settings.

2. Follow the steps to load the factory default settings from IOxpress.
a. Select Load Factory Default from the dropdown menu.

o o

Project Device Configuration Options Help

C Y

Deployment

|Lo¢3te Device "i
Locate Device

Update Configuration to Device

Get Configuration from Device

Update Firmware

Set Device Date & Time

Refrieve System Log

Restart Device

=
Change IP Address

Change Device Mame

ol B

=3 Device Library

b. Select the device(s), type the username and password, and then click Submit. IOxpress will
perform the task on the selected devices. A message showing success will appear in the Result
column when the process has been completed.

#/  INFORMATION

Click Apply to All if the selected devices have the same settings.
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3. Hold down the RESET button for 10 seconds to load factory default settings. The system will load the
default settings and then restart the device. The system is ready when the RDY LED turns green.

Reset Button (Inside)
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6. Tutorials

How to Use Modbus TCP to Connect to the
ioThinx 4510 Series
Using Modbus TCP via Modbus Poll

Introduction to Modbus Poll

Please refer to the following web page for information about Modbus Poll:
https://www.modbustools.com/modbus poll.html

Modbus TCP

Modbus Poll Moxa ioThinx 4510
IP address: 192.168.127.200 IP address: 192.168.127.254

Enable Modbus/TCP Slave Service on the ioThinx 4510

1. Log in to the ioThinx 4510

a. Open your web browser and type the default IP address of the device: 192.168.127.254.

b. On the login page, type the default username/password (admin/moxa) to log in to the Web Console.
2. Enable Modbus/TCP slave service.

MO /\ ioThinx 4510 Save & Restart | Logout

Service Setlings User Settings Account Settings Access Control Certificate Settings
Service Settings

No. Service TCP/UDP Port

| Security

’ 1 Web Service via HTTP cp 80
2 Web Service via HTTPS TCF

MUST import the self-signed certificate before enabling the web service via https, or the browsers may
block the connection

bl 3 RESTful APl via HTTP TCP 80
v 4 RESTful APl via HTTPS TCP 443

5 SNMP Agent UDP 161
- [ Modbus/TCP Slave TCP 502
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3. Click Save & Restart in the top right of the page and then click Save and Restart in the center of the

page.
MOXA i0Thinx 4510 | Logout
Dashboard
System
Security
Network
Module
Serial Port
1/0
Internal Register
Configuration has been modified.
Mo Do you want 1o save current setting to device?
MarT
Set Up a Connection on Modbus Poll
1. Select Connect on Modbus Poll’s Connection panel.
Y Modbus Poll - Mbpelll oy
Flle Ed-t Connection Setup Functions D:splay View Windew Help
t. Iﬁnslswnzzzahchl?lﬂ
Disconnect Fd
ffx=g2¢  Avto Comect > R = 1000ms
Mo conn Quick Connect F5
Alizs 4100
0
1
2
3
4 2
1
5
[
8

2. Enter the IP address of the device (default IP: 192.168.127.254).

Connection Setup x
Fomnecton
Modbus TCPAP il
Cancel
Sedial Settings
|COM1 ~| Mads
RTU ASCH
9600 Bawd
I : 1 Responze Timeout
S— 00 i
Even P ~
: oy : Delay Belween Polls
1S0pBiI Advanced.. [ms]
Remate Modbus Server
IP Address or Mode Mame
|192168.127.254 M
Seqver Part

Connect Timeout @ IPvd

ml Owres
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Write Single Coil: Use Modbus Poll to Turn On an ioThinx 4510 DO
Channel

1. Select Read/Write Definition under the Setup menu.

& Modbus Pell - Mbpelll

- m} x
File Edit Connection  Setup Functions Display View Window Help
D@F & x| Read/WriteDefinition.. feoTcE | P N2
Read/Write Once Fé
bpoll -E -
57”‘ 1 Read/Write Disabled Shift+F6 HoR=<=
ITx =8259: Err = 4: |
Excel Log... Al X
Aliasl Excel Logging Off Alt=Q ~
0 o Log.. Altel
; Logging Off Alt+Q
3 Reset Counters F12
4 Reset All Counters Shift+F12
: Use as Default
7
L v

2. Select the function code 05 Write Single Coil and then enter 0, the start Address of the DO channel.

ReadWrite Definition *

Slave ID: |1

Function: | 05 Wik Single Col “| | canesl

Address D Piotocal addiess. E g 100011 = 10

Quanitty. |1

Siean Rate: | 1000 fime] [ appy
Disable
[ Readfwitke Disabled
[C] Disable or ener RAeadiwinte Once

View
Rows

®10 O 50 100 O Fitto Quanity

[ Hicde &hias Columns [IPLE Addeesses [Base 1]
[ Addiess in Cell [ Ervon/Tiares Mede

7/ NOTE

Take the following steps to check the Start Address of the device in the web console.

1. Open the web console and then click Modbus in the left panel. On this page, the Modbus TCP addresses

are categorized as Coil Status, Input Status, Holding Register, and Input Register.

MOX/\ ioThinx 4510 Save & Restart | Logout
o 01: Coil Status (R/W) 0Z: Input Status (R) 03: Holding Register (R/W) 04: Input Register (R) |
senal Por &

Start
Slot Point Start Address. Register Data
# o Module Name Parameter Type (DEC) ~ (DEC) Length  Type
1 RO2 45MB-2600-0 doStatus o1 - 0 000001 16 BOOL
Modbus
2 ROO ioThine4510 birValue [ 2660 002561 64 BOOL
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2. Type the text “doStatus” in the filter to find the Start Address of the DO channel.

MOX A\ ioThink 4510 | Logowt

Modbus TCP Slave

Mote: enable/dissble this service through Secunity Service Settings

02 Input S1atuis (A) 03: Holding Regtster (F/W) 04 Input Reguster ()

1 Aoz ASMR2600.0 dastans o o- I:l oo 18 BooL
l Modbus

/7  NOTE

You can also manually change the addresses if needed. To do so, click Save & Restart in the top right of
the page after changing the Start Address.

MO/ ioThinx 4510 Save &Restart | Logout
Serial Port 01: Coil Status (R/W) 0Z Input Status (R) 03: Holding Register (R/W) 04: Input Register (R)
exial Por

) Start
niemal Registe Slat Polnt StatAgdress ||| Register Bata
# 2 Module Name Parameter © Type (DEC) ~ (DEC) © Length  Type
1 RO2 45MR-2600-0 doStatus o+ |o 000001 16 BOOL
Modbus
: 2 R-00 ioThinx4510 birValue o1 - 2560 002561 64 BOOL
3 R-03 45MR-3810-0 aiResetMinValue 0 - 36608 036609 8 BOOL
4 R-03 45MR-3810-0 aiResetMaxValue 0 - 37632 037633 8 BOOL
5 R-01 45MR-1600-0 diCounterStatus 0l - 42240 042241 4 BOOL
3. Change the DO-00 value from 0 to 1; DO-00 will respond by turning on the LED.
% Modbus Poll - Mbpolll - o ®

File Edit Connection Setup Functions Display View Window Help
DEEA& x T |8 5 L|o5061516 17 22 23| TC kel | 7 K2

-1 Mbpol =2
Tx=12ZEr=0:1D=1:F =05 SR = 1000ms

Jo uiul 00000

=t o fun [ ae | |na

ioThinx 4510 Series User Manual 94



Read Coils: Use Modbus Poll to Read the ioThinx 4510 DO Channel

Status

1. Select Read/Write Definition in the Setup panel.

2. Select the function code 01 Read Coils and enter 0, the start Address of the DO channel.

Read/ Wnte Definition

swelD: [1 ]

X

Function: Imﬂmmm

- Cancel

Quaniiy:
Scan Rater [rez]
Dizable
[[] Readfeite Disabled
[] Dizable on emar
Wiesw
Rows

[] Hide Alias Columns
[ sddiess in Call

Address: D Protocol address. E.g 11 10

Aply

| Read/wiite Once

®10 O 050 0100 O Fitto Quarkiy

[ PLC Addieszes [Base 1)
(] Enton/Draniel Mode

3. The status will be shown in the table; when the DO-00 channel

is turned on, the value should be 1).

% Modbus Poll - Mbpolll

File Edit Connection Setup Functions Display View Window Help
DEES % |52 5 |ososi1s1617 2223 Tck | § 82

ﬁ | -
Tx=3T.Em=0:1D = 1: F = 01: 5R = 1000ms
[ | Alizs 00000
0

1 o
3 0
3 0
4 [
5 0
B o
7 0
g 0
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How to Use RESTful API to Connect to the
ioThinx 4510 Series
Using RESTful API via Postman

Introduction to Postman

For information about Postman, please refer to the following web page: https://www.getpostman.com/.
Step-by-step procedures on how to use Postman are described below.

RESTful API

Postman(RESTful API client) Moxa ioThinx 4510
IP address: 192.168.127.200 IP address: 192.168.127.254

Enable the RESTful API Service on the ioThinx 4510

1. Log in to the ioThinx 4510

a. Open your web browser and type the default IP address of the device: 192.168.127.254.

b. On the login page, type the default username/password (admin/moxa) to log in to the Web Console.
2. Click Security in the left menu and then select RESTful API via HTTP Service Settings.

MNMOX /. ioThinx 4510 | Logout

Service Settings User Settings Account Settings Access Control Certificate Settings
Service Settings
| Security

No. Service TCP/UDP Port

= 1 Web Service via HTTP TCP &0
Web Service via HTTPS TCP 443

MUST import the self-signed certificate before enabling the web service via https, of the browsers may
block the connection

¥ 3 REST{ul APl via HTTP TCP &0
4 RESTful APl via HTTPS TCP 443
5 SNMP Agent UDP 161
6 Modbus/TCP Slave TCP 502
7 Modbus/ATU Master
MQTT Client TCP
L 9 10xpress/MCC Tool/MXI0 TCP/UDP 1012474800
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3.
of the page.

MOX/\ ioThinx 4510

Dashboar

Click Save & Restart in the top right corner of the page and then click Save and Restart in the center

1 | Logout

s ' Configuration has been modified.

Configuring Postman

Do you want to save current setting to device?

9 EEICENGIRENER | Cancel

Open Postman and create a new Request (named GET example).

Create another new Request (named PUT example) and save it in the created Collection.

1.
2. Create a Collection.
3. Save the new Request in the created Collection.
4,
Request name
Request deseripion (Optional)
5.
tab.
| GET GET exampie x| PUT PUT exampie +
* GET example
GET . 192.168.127.254/api/lo/ di'GET_Demo@Burron/diStatus
Params 2
KEY VALUE
x |+

GET GET exampie | PUT PUT example

* PUT example

192.168.127 254/spicldo/PUT_DemoBLg

VALUE

Select the GET method on the GET example tab and select the PUT method on the PUT example

No Environment

DESCRIBTION Bulk Ed
Mo Environment b (o2 a
“ SN
kies e
DESCRIPTION Bulk Edt
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6. Create the following content in the Headers of the GET example tab and PUT example tab.
» Content-Type: application/json
» Accept: vdn.dac.v2

Headers (2) Bod Pre-request Script ests Cookies Code

KEY VALUE DESCRIPTION R Bulk Edit Presets
Content-Type application/json
Accept vdn.dacv2

Send a GET Request and a PUT Request

RESTful API List Rules
You can check the RESTful API list here: RESTful API Rules.

RESTful API Descripton ______|Access _|Format

/api/io/do{ioName}/doStatus DO - status (0: OFF; 1: ON) R/W Oor1l
/api/io/do{ioName?}/doPulseCount DO - Pulse mode - count R/W 0 to 65535
/api/io/do{ioName}/doPulseOnWidth [DO - Pulse mode - ON width (unit 500 us) R/W 1 to 65535
/api/io/do{ioName}/doPulseOffWidth [DO - Pulse mode - OFF width (unit 500 ps) R/W 1 to 65535
/api/io/do{ioName}/doPulseStatus DO - Pulse mode - status (0: Stop; 1: Start) |R/W Oor1l

The {ioName} is composed of three elements: Module_Name, @, and I/O_Channel_Name. For example, the
{ioName} associated with module name “"45MR-2600-0" and DO channel name “DO-00" is 45MR-2600-
0@DO0-00.

/7  NOTE

The module and I/O channel hame can be changed in Module Settings and I/0 Settings.

1. In this demonstration, we change the name of module 45MR-1601 to GET_Demo and the name of
45MR-2600 to PUT_Demo.

MOX /\ ioThinx 4510 Save& Bestart | Logout

Module
Module Settings

m Click finish button to complete module settings

x Cancel 3 A =

Detected Module Configured Module

45MR-1601 > 45MR-160) | GET_Demo 0 =

45MR-2600 > 45MR-2600 | PUT_Demo g =

45MR-3810 > 45MR-3810  45MR-3810-0 0 =

-1-1- B
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2. Change the DI-00 channel name to Button.

MO /\ ioThinx 4510 I Logout

IO Settings
DI-00 Dl v | Button | 5
1o Di-01 ol v Di-01 .
DI-02 DI v DI-02

3. Change the DO-00 channel name to Light.

MOX /\ ioThinx 4510 Save & Restart | Logout

1/0 Settings
PUT_Demo ~

D000 DO v Light
o 0001 Do v 0001
D0-02 Do * DO-02

Send a GET Request
1. Enter the request URL based on the IP address, file type, and API map. For this example, the request
URL should be written as:
192.168.127.254/api/io/di/GET_Demo@Button/diStatus
2. Click the Send button. You should see the status code, response time, and results.

GET GET example ¥ PUT PUT example o 4 e No Environment - o ¥
» GET example o Examples {0) ~
GET - |_192.163-12?-2Séfapifican’di.fGET_D:rnu@Bunun."diS:atus | h Save -
Headers (2) y Pre . - - Cockies Code
KEY VALUE DESCRIPTION ***  Bulk Edit = Presets w
Content-Type application/json
Accept vdn.dacwl
Body H (3) TestR L Status: 200 0K Time: T0ms  Size: 1138 Save Download
Prety Rav JSON = mQ
1* 1
2 "valus®: @
b

3. Press the DIO button on the starter kit to trigger the DI-00 channel, and then click Send again. In
response, the DI value will change.

Body Cookies Headers (3) TestResult States: 2000K Time: 56ms. Sie: 113B Save Dewnload
Pretty Raw reviey SON = = W Qa
~ i
alue™: 1
ER |
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Send a PUT Request

1. Enter the following request URL:
192.168.127.254/api/io/do/PUT_Demo@Light/doStatus
Locate the Body tag, select raw, and choose the JSON format.
Enter the following message:

5 "
s

F "value": 1
- B
4. Click Send. The DO-00 channel should respond by turning the light on.
GET GET example PUT PUT example o 4 e No Envirenment N @ 2
» PUT example o e Examples (0) =

PUT v |192.152.'37.3:"4."3[:2.-'23.-';*0.-PH'_DEM:C-'_lgl":.-‘doS:acus |“ Save ~

How to Use MQTT to Connect to the ioThinx
4510 Series

Broker Settings on the Computer
Introduction to Mosquitto

For information about Eclipse Mosquitto, please refer to the following web page: https://mosquitto.org/.
Mosquitto can implement versions 5.0, 3.1.1, and 3.1 of the MQTT protocol.

l ((!Uﬁ)l\

O MQTTlens =~ mosuuo

Broker
|Cl|ent |
| {Publisher/Subscriber) q |
| 5 1 Client
(Subscriber/Publisher)
Host Moxa ioThinx 4510
IP address: 192.168.127.200 IP address: 192.168.127.254

Run Mosquitto Broker From Task Manager

Type Ctrl + Alt + Delete to open Task Manager, click the mosquito row to select it, and then right click
in the status column and select Start.
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Set Up MQTT on the ioThinx 4510

Enable MQTT Client Service

1. Log in to the ioThinx 4510:

a. Open your web browser and type the default IP address of the device: 192.168.127.254.

b. On the login page, type the default username/password (admin/moxa) to log in to the Web Console.
2. Click Security in the left menu. Select Service Settings at the top of the page and then select MQTT

Client.
User Settings Account Settings Access Control Centificate Settings
| Security
v Na. Senvice TCP/UDP Part
L 1 Web Service via HTTP TCP 80
Web Sernce via HTTPS TCP 443
3 RESTTul AP via HTTP TCP a0
RESTful APl via HTTPS cP 443
5 SNMP Agent UDP 161
L] Modbus/TCP Slave TCP 502
T Modbus/RTU Master
o a MOTT Clienmt TCP
= 9 I0xpress/MOT Tool/MXI0 TCR/LDP 101 2474800

Connection and Topic Settings

1. Select MQTT in the left menu and then set the Broker IP (your host’s IP) under Connection Settings.

MO /\ ioThinx 4510 | Logout

Connection Settings Topic Settings

Connection Settings

Mote: enable/disable this service through Security Service Settings
Broker IP
192.168.127.200 |
Broker Port Device ID
1883 maxa_io_0090e8eb321 4

Keep Alive Interval

60
MaTT
Retry Penod Retry Count
30 B
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2. Click Publisher and enable Topic#1 (DI-00), and then click Subscriber and enable Topic#1 (DO-
00).

MOXX/\ ioThinx 4510

. ki)l

ave & Restart | Logout

e Filter JNEITER Attribute 2V ERTER  Keywords.. 48 result(s)

A Batch Edit

[EEETY Enable Disable JOBEN 0050 QoS! Qo2 [CHEREEN ON  OF

rioger [R5 e 5n

MF # Slot Channel Topic QoS Retained Trigger Condition
| mary 1 RO DI-00 Tutorial/read/GET_Demo@Button/diStatus 0 v On Change " - (unit: %)
2 A1 DI-01 Tutorial/read/GET_Demo@DI-0) /diStatus [ OnChange B (e %)
MOX/\ ioThinx 4510 Save&Restart | Logout

\ Contetion Setiegs

Modul Filter Attribute Enable Disable [N 16 result(s)

A, Balch Edit

Enable SN Disable ESESH O joS1 QoS2

# Slot Channel Topic QoS
- 1 R02 DO-00 Tutorial/write/PUT_Demo(@Light/doStatus 0 v
mart 5 .
2 R02 DO-01 Tutorial/write/PUT_Demo@DO0-01/doStatus o i

ioThinx 4510 Series User Manual 102



/7  NOTE

The content of the Topic is based on Device Name, Module name, and I/O channel. You can change
these values in Device Settings, Module Settings, and I/0 Settings.

MOXX/\ ioThinx 4510 | Logout

o0 Time Settings Watchdog Configuration Firmware

| System
Device Settings
it
Device Name |Tui0ria| |
) e
Language English v

MOX/\ ioThinx 4510 Save & Reslart | Logout

Module
Module Settings

@D click finish button to complete module settings.

x Cancel Q A =

ected Module Configured Module

45MR-1601 > 45MR-1601 | PUB_Demo O =

45MR-2600 > 45MR-2600 | SUB_Demo D

[

45MR3810 > 45MR-3810  45MR-3810-0 (5]

MOX/\ ioThinx 4510 | Logout

1/0 Settings
PUB_Demo ~

Dashboard

DI-00 DI v Button v
o DI-01 DI v DI-01 v
Internal Register

DI-02 DI v DI-02 v

In this demonstration, we changed our Topic #1 (DI-00 and DO-00) as below:
Publisher Topic#1(DI-00):Tutorial/read/PUB_Demo@Button/diStatus.
Subscriber Topic#1(DO0O-00):Tutorial/write/SUB_Demo@Light/doStatus.
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Click Save & Restart in the upper-right corner, and then click Save and Restart in the center of the
page.

MOX/\ ioThinx 4510

I Logout

Configuration has been modified.

Do you want 1o save current setting to device?

o

Publisher and Subscriber Settings

Introduction to MQTTlens

MQTTLens is a chrome application that supports MQTT communications. MQTTLens can be used to simulate
communicating with the ioThinx 4510 via MQTT.

Configuring MQTTlens

1. Add a new connection on MQTTlens

O MQTTlens

Version 0.0.14

[Connections + ] | <

2. Enter your Connection name and Hostname (broker IP) in the associated text input boxes.

Add a new Connection X

Connection Details

Connection name Connection color scheme

ioThinx 4510 |
Hostname Port

epf 7 192.168.127.200 1883
Client ID

lens_pvBM2k5881vIUFgvyqbloAcCKMy

Generate a random ID

Session Automatic Connection Keep Alive

#| Clean Session @ Automatic Connection 120 seconds
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Scenario 1: Publish DI Status to MQTTlens

e  Publisher: ioThinx 4510
e  Subscriber: MQTTlens
1. Copy the topic from the ioThinx 4510 MQTT publisher tab.

“ R

# Enable Slot Channel Topic QoS Retained Trigger Condition

[ on @) R01 D100 [ Tutonialiread/ PUB_Demo@Button/distatus| 0 . > 0On Change

Paste the topic into the subscribe column of the MQTTlens, and then click subscribe.

<
Connection: ioThinx 4510
Subscribe o

Tuterial/read/PUB_Demo @Button/distatus 0- &t most once ¥ ‘ SUBSCRIBE

2. Press the DIO button on the starter kit to trigger the DI-00 channel; you should see the DI value change
on your subscriber.

Subscriptions

Topic: "Tutorial/read/PUB_Demo@Button/diStatus” shewing the st s messages — B ~

# Time Topic QoS

0 103143 @l 8_Demo@Button/diStaius J 0 ] o
"walue®: 1

| A JsoN } |'_|‘_"|

Scenario 2: Turn On ioThinx 4510’s DO Channel
e  Publisher: MQTTlens
e  Subscriber: ioThinx 4510
1. Copy the topic from the ioThinx 4510 MQTT subscriber page.

& Enable Slot Channel Topic QoS

1 [« @) ROZ DO-00 |Tu[0||a|."wr|[efSLI B_Demoj@Light/doStatus | 0

Paste the Topic into the MQTTlens publish column.
Enter the following message:
Message

{

“value”:1

}
4. Click Publish. The DO-00 channel should respond by turning the light on.

Publish

-
g | utorialfwrite/SUB_Demo@Light/doStatus 0 - at most once ¥ D Retained lab:IRC]

Message

0|

“walue®1

¥
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How to Connect ioThinx 4510 to an MQTT
Broker over TLS

When using MQTT over TLS, the broker should support the following encryption method, which is supported
by ioThinx 4510.

e MBEDTLS_TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
e MBEDTLS_TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256

Broker Settings on the Computer

e

D —

mosauitto

Client
(Subscriber)

e |

Client
(Publisher)

Moxa ioThinx 4510 IP address: 192.168.127.200
IP address: 192.168.127.254

Install OpenSSL

OpenSSL is a full-featured toolkit for the Transport Layer Security (TLS) and Secure Sockets Layer (SSL)
protocols. You will need this for generating the key.

1. Download and install OpenSSL from the website: https://www.openssl.org/source/

2. Set the environment variables to function OpenSSL properly on your system.

A system - ] x
- v 4 5 ControlPanel » System and Security > System ~ & | Search Control Panel p
Control Panel Home . . 0
View basic information about your computer
& Device Manager Windews edition
& Remote settings Windows 10 Pro

] i\
| System protection © 2018 Microsoft Corporation, All rights resenved. .- WI n d OWS 1 0

% Advanced system settings

System
Processor: Intel(R) Core(TM) i5-6200U CPU @ 2.30GHz 2.40 GHz
Installed memory (RAM):  8.00 GB (7.87 GB usable)
System type: B64-bit Operating System, x64-based processor le
Pen and Touch: No Pen or Touch Input is available for this Display

Support Information
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System Properties

Computer Name Hardware Advanced System Protection Remote

You must be logged on as an Administrator to make most of these changes.

Peformance

Visual effects, processor scheduling, memory usage, and virtual memory

Settings...

User Profiles
Desktop settings related to your sign4n

Settings...

Startup and Recovery
System statup, system failure, and debugging information

| Environment Variables... f

OK || Cancel | Apply

Select Path and click edit in the user variables section.

Environment Variables

User variables for AlexTY_Chen

Variable

OneDrive

Value
D:A\AlexTY_Chen'\Desktop\OneDrive - Moxa Inc
\AlexTY_Chen\Desktop\OneDrive - Moxa Inc

OneDriveCommercial

TEMP
TMP

\Users\AlexTY_Chen\AppData\Local\Programs\Python\Python37...
CAUsers\AlexT¥_Chen\AppData\Local\Temp
C\Users\AlexTY_Chen\AppData\Local\Temp

New...

| Edit... ||

System variables

Delete

Variable Value

COMMPath C:\Program Files\Lenovo\Communications Utility
ComSpec CAWINDOWS\system32\cmd. exe

configsetroot CAWINDOWS\ConfigSetRoot

DriverData CAWindows\System 32\ Drivers\DriverData
FP_NO_HOST_CHECK NO

MOSQUITTO_DIR C:\Program Files\mosquitto

NUMBER OF PROCESSORS 4

Mew... Edit... |

Delete

Cancel
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4. Create a new path for OpenSSL.

Edit environment variable X
C:\Users\AlexTY_Chen\AppData\Local\Programs\Python\Python37-32\Scripts\ New
C:\Users\AlexTY_Chen\AppData\Local\Programs\Python\Python37-32\

% USERPROFILE2e\AppData\Local\Microsoft\WindowsApps Edit
C\Users\AlexTY_Chen\AppData\Local\Programs\Microsoft VS Code\bin
C:\Program Files\Intel\WiFi\bin\ Browse...

C:\Program Files\Common Files\Intel\WirelessCommaon',

C:\OpenSSL-Win32\bin Delete

Move Up

Move Down

Edit text...

0K Cancel

Generate Certificate

Run CMD (Command Prompt) as administrator
2. Generate certificate for the broker by entering below commands in cmd:
» openssl ecparam -name prime256v1 -genkey -noout -out key.pem
» openssl req -x509 -nodes -new -key key.pem -out ca.crt
> openssl req -new -key key.pem -out certificate.csr
» openssl x509 -req -in certificate.csr -CA ca.crt -CAkey key.pem -CAcreateserial -out certificate.crt

/  NOTE

The Common Name should be broker IP.

E¥ Administrator: Cemmand Prompt - m] x

am -name pri
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The files shown below will be generated. Put the files in the mosquitto folder.

Name Date modified Type Size

| carl 11/27 2:03PM  SRL File I KB
] certificate.crt 11/27 203 PM Security Certificate | KB
| certificate.csr 11/ 03 PM  CSRFile 1 KB
ol caert 11/27 02 PM  Security Certificate | KB
| key.pem 11/27/2019 202 PM PEM File | KB

Modify mosquitto.conf

1. Open mosquitto.conf in the mosquitto folder.

2. Type in below certificate information in the #Certificate based SSL/TLS support section.
> Cafile C:\Program Files\mosquitto\ca.crt

» Certfile C:\Program Files\mosquitto\certificate.crt
> Keyfile C:\Program Files\mosquitto\key.pem

cafile C:\Program Files\

certfile C:\Program Files\mosquitto\certificate.crt

keyfile C:\Program Files\mosquitto\key.pem

3. Add broker port 8883 to the end.

port 8883

4. Enter “mosquitto.exe -v -c mosquitto.conf” in the cmd to start broker

E® Administrator: Command Prompt - mosquitto.exe -v -c mosquitto.conf
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Client (publisher) Setting

Use ioThinx 4510 to publish a message to the broker.

1. Set the Broker IP (your computer’s IP) under Connection Settings. Enable TLS, the default Broker Port
is 8883.

MO /\ ioThinx 4510 Save&Restart | Logout
.

Jle/disable this service thiough Security Service Seftings

I 888 I moxa_io_0090e8799a5h

I Enable 'I

2. Click Publisher and enable Topic#1 (DI-00), then click Save and Restart.

Publisher Subscriber

# Enable Slot Channel Topic Qos Retained Trigger Condition

P
1 m R-01 DI-00 Tutorial/read/PUB_Demo@Button/diStatus 0 v ‘\E 0On Change v = (Unit: %)

Client (subscriber) setting

Use mosquitto_sub to subscribe the topic. mosquitto_sub is a simple MQTT version 5/3.1.1 client that
will subscribe to topics and print the messages that it receives.

Marne Date mccl‘i'fir:cl Type Size

|5 PLireduy s Ui L LA Tl b R Y ARFPIILDLIUTT EXLETT=1UT] N
{# Uninstall.exe 4/8/2019 4:05 PM Application 65 KB
[5E] mosquitto.exe 371/ L Application 233 KB
[55] mosquitto_pub.exe 31 Application 39 KB
[85] mosquitto_sub.exe 3/1/2019 3:57 AM Application 41 KB

1. Enter “mosquitto_sub.exe -h 192.168.127.200 -p 8883 -t "#" --cafile certificate.crt” in the cmd to get
the message from the broker

2. When trigger the DI-00 channel, the client(subscriber) will get the message.

E¥ Command Prompt - mosquitto_sub.exe -h 192,168.127.200 -p 8883 -t "#" --cafile certificate.crt - O X
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A. Appendix

Network Port Usage

Service Type TCP/UDP  [Port ______|Default
DHCP UDP 68 Disabled
Web Server TCP 80 Enabled
RESTful API TCP 80 Disabled
SNMP Agent ubDP 161 Disabled
HTTPs TCP 443 Disabled
Modbus/TCP Slave TCP 502 Enabled
Auto Search uDP 4800 Enabled
IOxpress/CLI TCP 10124 Enabled

Modbus/TCP Slave Rules

Supported Function Code

01: COIL STATUS Oxxxx R/W bit 1,5, 15
02: INPUT STATUS 1IxxxX R bit 2
03: HOLDING REGISTER  |4xxxx R/W word 3,6, 16
04: INPUT REGISTER 3XXXX R word 4

Exception Code

Code  Name _|Comments

1 ILLEGAL FUNCTION Function code is not valid.
2 ILLEGAL DATA ADDRESS Data address is not valid.
3 ILLEGAL DATA VALUE Writing value is not accepted.
4 SLAVE DEVICE FAILURE Unrecoverable error occurred.

System Registers

01: COIL STATUS

Parameter Type
boollnternalRegister |BOOL Internal Register (BIR) 48 BOOL
02: INPUT STATUS

Parameter Type
watchdogAlarmFlag |Watchdog alarm flag status (0: Normal, 1: alarm) 1 BOOL
03: HOLDING REGISTER

Parameter Description Length Type
wirValue WORD IR - Value 48 WORD
dirValue DWORD IR - Value 96 DWORD
firValue FLOAT IR - Value 96 REAL
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04: INPUT REGISTER

Parameter Description Length Type
deviceName device name 8 BYTE
. device date
deviceDate e.g. 2016/06/28 -> 20160628 2 DWORD
- device local time
deviceTime e.g. 15:48:25 -> 154825 2 DWORD
deviceUpTime unit: sec(s) 2 DWORD
. . Each byte represents ASCII code. e.g. 1.2.3 --
firmwareversion >V1.2.3,11.13.12 -->V11.13.12 4 BYTE
] . Each byte represents ASCII code. E.g.
firmwareBuildDate 16051718 --> Build16051718 4 BYTE
. Each byte represents ASCII code of serial
serialNumber number English character : e.g. TAGCB1100001 6 BYTE
lanMac MAC address 4 BYTE
lanIp IP address 2 BYTE
systemError System Error 1 WORD
45MR-1600 (-T), 16 DIs Registers
01: COIL STATUS
Parameter Type
diCounterStatus DI - Counter mode - status (0: Pause, 1: Run) BOOL
diCounterOverflowFlagClear DI - Counter mode - clear overflow flag (1: Clear) 4 BOOL
02: INPUT STATUS
Parameter Description Length Type
diStatus DI - DI mode - status (0: OFF, 1: ON) 16 BOOL
diMode DI - mode (0: DI, 1: Counter) 16 BOOL
diCounterOverflowFlag DI - Counter mode - overflow flag (0: Normal, 1: 4 BOOL
Overflow)
03: HOLDING REGISTER
Parsmater L [sscrivtion L Tl
diCounterValue DI - Counter mode - value DWORD
diCounterStatusAll DI - Counter mode - status (0: Pause, 1: Run) 1 WORD
diCounterOverflowFlagClearAll |DI - Counter mode - clear overflow flag (1: Clear) 1 WORD
04: INPUT REGISTER
Parameter Description Length Type
diStatusAll DI - DI mode - status (0: OFF, 1: ON) 1 WORD
diCounterOverflowFlagAl DI - Counter mode - overflow flag (0: Normal, 1: 1 WORD
Overflow)
diModeAll DI - mode (0: DI, 1: Counter) 1 WORD
45MR-1601 (-T), 16 DIs Registers
01: COIL STATUS
Parameter Description Length Type
diCounterStatus DI - Counter mode - status (0: Pause, 1: Run) 4 BOOL
diCounterOverflowFlagClear DI - Counter mode - clear overflow flag (1: Clear) (4 BOOL
02: INPUT STATUS
Pacsmeta  Descrioton L Length | Tvve
diStatus DI - DI mode - status (0: OFF, 1: ON) BOOL
diMode DI - mode (0: DI, 1: Counter) 16 BOOL
diCounterOverflowFlag DI - Counter mode - overflow flag (0: Normal, 1: 4 BOOL
Overflow)
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03: HOLDING REGISTER

Parameter Description Length Type
diCounterValue DI - Counter mode - value 8 DWORD
diCounterStatusAll DI - Counter mode - status (0: Pause, 1: Run) 1 WORD
diCounterOverflowFlagClearAll |DI - Counter mode - clear overflow flag (1: Clear) 1 WORD
04: INPUT REGISTER

Parameter Length_[Tvpe
diStatusAll DI - DI mode - status (0: OFF, 1: ON) WORD
diCounterOverflowFlagAll DI - Counter mode - overflow flag (0: Normal, 1: 1 WORD

Overflow)
diModeAll DI - mode (0: DI, 1: Counter) 1 WORD
45MR-2404 (-T), 4 Relays Registers

01: COIL STATUS

Parameter Length[Typs
relayStatus Relay - Relay mode - status (0: OFF, 1: ON) BOOL
relayCurrentCountReset Relay - reset current count (1: Reset) 4 BOOL
03: HOLDING REGISTER

Parameter Description

relayStatusAll Relay - Relay mode - status (0: OFF, 1: ON) 1 WORD
04: INPUT REGISTER

Parameter Description Length Type
relayTotalCount Relay - total count 8 DWORD
relayCurrentCount Relay - current count 8 DWORD

45MR-2600 (-T), 16 DOs Registers

01: COIL STATUS

Parameter  Descripton _____________________|Length |Type |
doStatus DO - status (0: OFF, 1: ON) BOOL
doPulseStatus DO - Pulse mode - status (0: Stop, 1: Start) 4 BOOL
02: INPUT STATUS

Parameter Description Length Type
doMode DO - mode (0: DO, 1: Pulse) 16 BOOL
03: HOLDING REGISTER

Parameter Description Length Type
doStatusAll DO - status (0: OFF, 1: ON) 1 WORD
doPulseCount DO - Pulse mode - count 8 DWORD
doPulseOnWidth DO - Pulse mode - ON width (unit: 500 us) 4 WORD
doPulseOffWidth DO - Pulse mode - OFF width (unit: 500 us) 4 WORD
doPulseStatusAll DO - Pulse mode - status (0: Stop, 1: Start) 1 WORD
04: INPUT REGISTER

Parameter T

doModeAll DO - mode (0: DO, 1: Pulse) WORD

ioThinx 4510 Series User Manual 113



45MR-2601 (-T), 16 DOs Registers

01: COIL STATUS

Parameter Description Length Type
doStatus DO - status (0: OFF, 1: ON) 16 BOOL
doPulseStatus DO - Pulse mode - status (0: Stop, 1: Start) 4 BOOL
02: INPUT STATUS

Parameter

doMode DO - mode (0: DO, 1: Pulse) 16 BOOL
03: HOLDING REGISTER

Parameter Type
doStatusAll DO - status (0: OFF, 1: ON) WORD
doPulseCount DO - Pulse mode - count 8 DWORD
doPulseOnWidth DO - Pulse mode - ON width (unit: 500 us) 4 WORD
doPulseOffWidth DO - Pulse mode - OFF width (unit: 500 us) 4 WORD
doPulseStatusAll DO - Pulse mode - status (0: Stop, 1: Start) 1 WORD
04: INPUT REGISTER

Parameter Description Length Type
doModeAll DO - mode (0: DO, 1: Pulse) 1 WORD

45MR-2606 (-T), 8 DIs, 8 DOs Registers

01: COIL STATUS

Parameter  Descripton ____________________|Length |Type
doStatus DO - status (0: OFF, 1: ON) BOOL
diCounterStatus DI - Counter mode - status (0: Pause, 1: Run) 2 BOOL
diCounterOverflowFlagClear DI - Counter mode - clear overflow flag (1: Clear)|2 BOOL
doPulseStatus DO - Pulse mode - status (0: Stop, 1: Start) 2 BOOL
02: INPUT STATUS
Parameter Description Length Type
diStatus DI - DI mode - status (0: OFF, 1: ON) 8 BOOL
diMode DI - mode (0: DI, 1: Counter) 8 BOOL
doMode DO - mode (0: DO, 1: Pulse) 8 BOOL
diCounterOverflowFlag DI - Counter mode - overflow flag (0: Normal, 1: 5 BOOL
Overflow)
03: HOLDING REGISTER
Porameter | Description L et e
diCounterValue DI - Counter mode - value DWORD
doStatusAll DO - status (0: OFF, 1: ON) 1 WORD
doPulseCount DO - Pulse mode - count 4 DWORD
doPulseOnWidth DO - Pulse mode - ON width (unit: 500 us) 2 WORD
doPulseOffWidth DO - Pulse mode - OFF width (unit: 500 us) 2 WORD
doPulseStatusAll DO - Pulse mode - status (0: Stop, 1: Start) 1 WORD
diCounterStatusAll DI - Counter mode - status (0: Pause, 1: Run) 1 WORD
diCounterOverflowFlagClearAll DI - Counter mode - clear overflow flag (1: Clear) |1 WORD
04: INPUT REGISTER
Parameter Description Length Type
diStatusAll DI - DI mode - status (0: OFF, 1: ON) 1 WORD
diCounterOverflowFlagAl DI - Counter mode - overflow flag (0: Normal, 1: 1 WORD
Overflow)
diModeAll DI - mode (0: DI, 1: Counter) 1 WORD
doModeAll DO - mode (0: DO, 1: Pulse) 1 WORD
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45MR-3800 (-T), 8 Als Registers

01: COIL STATUS

Parameter Description Length Type
aiResetMinValue Al - reset minimum value (1: Reset) 8 BOOL
aiResetMaxValue Al - reset maximum value (1: Reset) 8 BOOL

03: HOLDING REGISTER

aiResetMinValueAll Al - reset minimum value (1: Reset) WORD
aiResetMaxValueAll Al - reset maximum value (1: Reset) 1 WORD
04: INPUT REGISTER
Parameter Description Length Type
aiValueRaw Al - raw value 8 WORD
aiValueRawMin Al - minimum raw value 8 WORD
aiValueRawMax Al - maximum raw value 8 WORD
aiValueScaled Al - scaled value 16 REAL
aiValueScaledMin Al - minimum scaled value 16 REAL
aiValueScaledMax AI - maximum scaled value 16 REAL
aiStatus Al - status (0: normal, 1: burnout, 2: over 8 WORD
range, 3. under range)
aiBurnoutValueScaled Al - scaled burnout value 16 REAL
. AI - mode (0: disable, 1: 0-10 V, 2: 0-20 mA,
aiMode 3: 4-20 mA burnout, 4: 4-20 mA, 5: £10V) |0 WORD
45MR-3810 (-T), 8 Als Registers
01: COIL STATUS
Parameter Description Length Type
aiResetMinValue Al - reset minimum value (1: Reset) 8 BOOL
aiResetMaxValue Al - reset maximum value (1: Reset) 8 BOOL

Parameter

03: HOLDING REGISTER

Descripion _____ Lenatn Tupe

aiResetMinValueAll Al - reset minimum value (1: Reset) WORD
aiResetMaxValueAll Al - reset maximum value (1: Reset) 1 WORD
04: INPUT REGISTER
Parameter Description Length Type
aiValueRaw Al - raw value 8 WORD
aiValueRawMin AI - minimum raw value 8 WORD
aiValueRawMax AI - maximum raw value 8 WORD
aiValueScaled Al - scaled value 16 REAL
aiValueScaledMin Al - minimum scaled value 16 REAL
aiValueScaledMax Al - maximum scaled value 16 REAL
aiStatus Al - status (0: normal, 1: burnout, 2: over range, 8 WORD
3. under range)

aiBurnoutValueScaled Al - scaled burnout value 16 REAL

. Al - mode (0: disable, 1: 0-10 V, 2: 0-20 mA, 3:
aiMode 4-20 mA burnout, 4: 4-20 mA, 5: £10 V) 8 WORD
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45MR-4420 (-T), 4 AOs Registers

03: HOLDING REGISTER

Parameter Description Length Type
aoValueRaw AO - raw value 4 WORD
aoValueScaled AO - scaled value 8 REAL

04: INPUT REGISTER

Parameter
AO - mode (0: disable, 1: 0-10 V, 2: 0-20 mA, 3:
aoMode 4-20 mA, 4: £10 V) 4 WORD
45MR-6600 (-T), 6 RTDs Registers
01: COIL STATUS
Parameter Length _|Type
rtdResetMinValue RTD - reset minimum value (1: Reset) 6 BOOL
rtdResetMaxValue RTD - reset maximum value (1: Reset) 6 BOOL
03: HOLDING REGISTER
Parameter Description Length Type
rtdResetMinValueAll RTD - reset minimum value (1: Reset) 1 WORD
rtdResetMaxValueAll RTD - reset maximum value (1: Reset) 1 WORD
04: INPUT REGISTER
Parameter Descripton ____________|Length__[Type
rtdValueScaled RTD - scaled value 12 REAL
rtdValueScaledMin RTD - minimum scaled value 12 REAL
rtdValueScaledMax RTD - maximum scaled value 12 REAL

RTD - Type (0: PT50, 1: PT100, 2: PT200, 3:
PT500, 4: PT1000; 14: 310 Ohm, 15: 620 Ohm,

rtdType 16: 1250 Ohm, 17: 2200 Ohm; 20: JPT100, 21: |6 WORD
JPT200, 22: JPT500, 23: JPT1000; 30: NI100, 31:
NI200, 32: NI500, 33: NI1000, 34: NI120)
rtdStatus RTD - Status (0: normal, 1:burnout) 6 WORD
45MR-6810 (-T), 8 TCs Registers
01: COIL STATUS
tcResetMinValue TC - reset minimum value (1: Reset) 8 BOOL
tcResetMaxValue TC - reset maximum value (1: Reset) 8 BOOL
03: HOLDING REGISTER
Parameter Description Length Type
tcResetMinValueAll TC - reset minimum value (1: Reset) 1 WORD
tcResetMaxValueAll TC - reset maximum value (1: Reset) 1 WORD
04: INPUT REGISTER
Parameter Description Length Type
tcValueScaled TC - scaled value 16 REAL
tcValueScaledMin TC - minimum scaled value 16 REAL
tcValueScaledMax TC - maximum scaled value 16 REAL
TC - Type (0: J Type, 1: K Type, 2: T Type, 3: E
Type, 4: R Type, 5: S Type, 6: B Type, 7: N
tcType nge, 14: :I:7yg.126 mv,YI1D5: i39.0£ mv, 16:  |° WORD
+19.532 mV)
tcStatus TC - Status (0: normal, 1:burnout) 8 WORD
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45MR-7210(-T), System and Field Power Input Registers

Parameters Description _____________Length _|Type
spStatus SP - system power Status 1 WORD
spLowerLimitValue SP - system power lower limit value 2 REAL
fpStatus FP - Field Power Status 1 WORD

SNMP Rules

All OIDs of this device begin with .1.3.6.1.4.1.8691.10.4510. The data can be read or written by a network
management software with the following OIDs. Download the latest version of the MIB file from
www.moxa.com for additional information.

OID Type
.1.3.6.1.4.1.8691.10.4510.1 systemInfo
.1.3.6.1.4.1.8691.10.4510.2 systemPower
.1.3.6.1.4.1.8691.10.4510.3 fieldPower
.1.3.6.1.4.1.8691.10.4510.11 di
.1.3.6.1.4.1.8691.10.4510.12 do
.1.3.6.1.4.1.8691.10.4510.13 relay
.1.3.6.1.4.1.8691.10.4510.21 ai
.1.3.6.1.4.1.8691.10.4510.22 ao
.1.3.6.1.4.1.8691.10.4510.23 rtd
.1.3.6.1.4.1.8691.10.4510.24 tc
.1.3.6.1.4.1.8691.10.4510.41 internalRegister
.1.3.6.1.4.1.8691.10.4510.91 event
.1.3.6.1.4.1.8691.10.4510.92 eventTriggerType
.1.3.6.1.4.1.8691.10.4510.93 systemEvent

RESTful API Rules

Supported Request Method

Request Description

GET The GET method is used to retrieve information from the given server using a given URI.

Requests using GET should only retrieve data and should have no other effect on the data.
PUT Replaces all the current representations of the target resource with the uploaded content.
OPTIONS Describe the communication options for the target resource.

Component
Request Method

GET Request Components

Content
GET

Description
Use GET request to retrieve information

URL

http://{IP address}/{RESTful API}

Refer to RESTful API List

Headers

Accept: vdn.dac.v2
Content-Type: application/json

Headers are mandatory for all RESTful API requests

Component
Request Method

PUT Request Components

Content
PUT

Description
Use PUT request to replace current representation

URL

http://{IP address}/{RESTful API}

Refer to RESTful API List

Headers

Accept: vdn.dac.v2
Content-Type: application/json

Headers are mandatory for all RESTful API requests

ioThinx 4510 Series User Manual



Component

Uploaded content for replacing current

Body {"value":1} representation

RESTful API List

Here lists the RESTful APIs supported by this device. The {ioName} is composed with three elements,
including Module_Name, @, and I/0_Channel_Name. For example, the {ioName} of the module name
“"45MR-1600-0" and the DI channel name “DI-00" is 45MR-1600-0@DI-00.

RESTAIAPL _ |Description ____|Access |
/api/sysInfo All system information R
/api/sysInfo/device Device name R
Device local date and time |R yyyy/mm/dd
hh:mm:ss
Device up time R hh:mm:ss
Firmware version R
Serial number R
System error R
. ["Module name",
Module name and serial " .
number R Module serial
number"]
/api/sysInfo/network All network information R
/api/sysInfo/network/LAN All LAN information R
/api/sysInfo/network/LAN/1 MAC address R XX XX XX XX XX XX
IP address R XXX XXX XXX XXX
/api/io/ir/{ioName?} IR - value R By data type
/api/io/ir/{ioname}/irvalue IR - value RW By data type
/api/io/sp/{ioName?}/spStatus fSOF:_ 4::45;?;12;)SX$; status R 0,1,2
SP - system power lower
/api/io/sp/{ioName}/spLowerLimitValue limit value - for 45MR- R Float
7210(-T)
/api/io/fp/{ioName}/fpStatus ZZM;.‘E;CZIF(?(VY?; status - for R
S 4 . DI - mode (0: DI, 1:
/api/io/di/{ioName}/diMode Counter) R Oorl
R . DI - DI mode - status (O:
/api/io/di/{ioName?}/diStatus OFF, 1: ON) R Oor1l
/api/io/di/{ioName?}/diCounterValue DI - Counter mode - value [R/W 0 to 4294967295
DI - Counter mode -
/api/io/di/{ioName}/diCounterOverflowFlag |overflow flag (0: Normal, 1: |R Oor1l
Overflow)
/api/io/di/{ioName}/diCounterOverflowFlagCl|DI - Counter mode - clear
R/W Oor1l
ear overflow flag (1: Clear)
/api/io/di/{ioName}/diCounterStatus (D()I;p(;z:zltelr: n:l:):)e - status R/W Oor1l
/api/io/do/{ioName}/doMode DO - mode (0: DO, 1: R Oorl
Pulse)
/api/io/do/{ioName}/doStatus DO - status (0: OFF, 1: ON) [R/W Oor1l
/api/io/do/{ioName}/doPulseCount DO - Pulse mode - count R/W 0 to 65535
/api/io/do/{ioName}/doPulseOnWidth (Du?”;:P;'éS;urs‘;‘)de - ON width/ gy 1 to 65535
. . . DO - Pulse mode - OFF
/api/io/do/{ioName}/doPulseOffWidth width (unit: 500us) R/W 1 to 65535
/api/io/do/{ioName}/doPulseStatus (DOO -StF;upIsle: n;?:;)- status R/W Oor1l
/api/io/relay/{ioName}/relayTotalCount Relay - total count R 0 to 4294967295
/api/io/relay/{ioName?}/relayCurrentCount Relay - current count R 0 to 4294967295
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RESTful API

/api/io/relay/{ioName}/relayCurrentCountRe

L

Relay - reset current count

set (1: Reset) R/W Oorl
/api/io/relay/{ioName}/relayStatus (Roe:lagF-Fchlel:aé'\rlr)\ode - status R/W Oor1l
AI - mode (0: disable 1: 0-
R, . 10V, 2: 0-20 mA, 3: 4-20
/api/io/ai/{ioName}/aiMode mA burnout, 4: 4-20 mA, 5: R 0,1,2,3,4,5
+10 V)
/api/io/ai/{ioName}/aiValueRaw Al - raw value R 0 to 65535
/api/io/ai/{ioName}/aiValueRawMin Al - minimum raw value R 0 to 65535
/api/io/ai/{ioName}/aiValueRawMax Al - maximum raw value R 0 to 65535
/api/io/ai/{ioName}/aiResetMinValue ?;:-;:::E)mlnlmum value R/W 1
/api/io/ai/{ioName}/aiResetMaxValue ?i-;:::)maxmum value R/W 1
Al - status (0: normal, 1:
/api/io/ai/{ioName}/aiStatus burnout, 2: over range, 3. |R 0,1,2,3
under range)
/api/io/ai/{ioName}/aiBurnoutValueScaled Al - scaled burnout value R Float
/api/io/ai/{ioName}/aiValueScaled Al - scaled value R Float
/api/io/ai/{ioName}/aiValueScaledMin Al - minimum scaled value |R Float
/api/io/ai/{ioName}/aiValueScaledMax Al - maximum scaled value |R Float
AO - mode (0: disable, 1:
/api/io/ao/{ioName}/aoMode 0-10V, 2: 0-20mA, 3: 4-20 R 0,1,2,3,4
mA, 4: +/-10V)
/api/io/ao/{ioName}/aoValueRaw AO - raw value R/W 0 to 65535
/api/io/ao/{ioName}/aoValueScaled AO - scaled value R/W 0 to 4294967295
L . RTD - Status (0: normal, 1:
/api/io/rtd/{ioName}/rtdStatus burnout) R Oor1l
RTD - Type (0: PT50, 1:
PT100, 2: PT200, 3: PT500,
4: PT1000; 14: 310 Ohm,
15: 620 Ohm, 16: 1250
. . Ohm, 17: 2200 Ohm; 20:
/api/io/rtd/{ioName}/rtdMode IPT100, 21: IPT200, 22: R
JPT500, 23: JPT1000; 30:
NI100, 31: NI200, 32:
NI500, 33: NI1000, 34:
NI120)
/api/io/rtd/{ioName}/rtdValueScaled RTD - scaled value R Float
/api/io/rtd/{ioName}/rtdValueScaledMin \Ijz-la—llze- minimum scaled Float
/api/io/rtd/{ioName}/rtdValueScaledMax \P/\aTllie- maximum scaled R Float
/api/io/rtd/{ioName}/rtdResetMinValue ?::DR_E;ES%t minimum value R/W 1
/api/io/rtd/{ioName}/rtdResetMaxValue RTD - reset maximum value R/W 1
(1: RESET)
L . TC - Status (0: normal, 1:
/api/io/tc/{ioName}/tcStatus burnout) R Oor1l
TC - Type (0: J Type, 1: K
Type, 2: T Type, 3: E Type,
. . 4: R Type, 5: S Type, 6: B
/api/io/tc/{ioName}/tcType Type, 7: N Type, 14: R
+78.126 mV, 15: £39.062
mV, 16: £19.532 mV)
/api/io/tc/{ioName}/tcValueScaled TC - scaled value R Float
/api/io/tc/{ioName}/tcValueScaledMin TC - minimum scaled value |R Float
/api/io/tc/{ioName}/tcValueScaledMax TC - maximum scaled value |R Float
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RESTful APT Description ____|Access |Format
- . . TC - reset minimum value
/api/io/tc/{ioName}/tcResetMinValue (1: RESET) R/W 1
. . TC - reset maximum value
/api/io/tc/{ioName}/tcResetMaxValue (1: RESET) R/W 1

Exception Code

HTTP Status Code

Moxa Status Code/Description

User message

400 Bad Request 101 UnsupportedVersion The content_ver5|on specified in
the request is not supported.
400 Bad Request 102 UnsupportedDocFormat The document .format specified
in the request is not supported.
. The json format in the request is
400 Bad Request 201 InvalidJsonFormat .
not valid.
400 Bad Request 202 InvalidNodeValue One of the node value is invalid.
400 Bad Request 203 WrongChannelOrder T_he /O channels are
disordered.
A required channel index was
400 Bad Request 204 MissingRequiredChannel not specified in the request
body.
. . A required node was not
400 Bad Request 206 MissingRequiredNode specified in the request body.
One of the channel contents in
. the request could not be set.
400 Bad Request 300 ContentFailed Please refer to the detailed
information.
400 Bad Request 301 ContentFailedToSet The content. n tr.]e request could
not be set (invalid value).
200 OK N/A
404 Bad Request N/A
405 Method Not Allowed N/A

MQTT Rules

Publish Topic

Topic Description Category Trigger
{deviceName}/read/device/deviceName device name attribute Interval
{deviceName}/read/device/deviceLocalDateTime g:::e local date and attribute Interval
{deviceName}/read/device/deviceUpTime device up time attribute Interval
{deviceName}/read/device/firmwareVersion firmware version attribute Interval
{deviceName}/read/device/serialNumber serial number attribute Interval
{deviceName}/read/device/systemError system error attribute Interval
{deviceName}/read/network/lanMac/1 MAC address attribute Interval
{deviceName}/read/network/lanlp/1 IP address attribute Interval
{deviceName}/read/lastWill Last Will Topic attribute Interval
. . . . both
{deviceName}/read/{ioName}/birValue BIR - value attribute (OnChange)
{deviceName}/read/{ioName}/wirValue WIR - value attribute Interval
{deviceName}/read/{ioName}/dirValue DIR - value attribute Interval
{deviceName}/read/{ioName}/firValue FIR - value attribute Interval
SP—for 45MR-7210(-
{deviceName}/read/{ioName}/spStatus T)—system power attribute Interval
status
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Description

Category

SP—for 45MR-7210(-

{deviceName}/read/{ioName}/spLowerLimitValue |T)—system power attribute Interval
lower limit value
{deviceName}/read/{ioName}/fpStatus 'T'I))::ic;d‘lg?vs;i::tﬁs attribute Interval
. . . DI - mode (0: DI, 1: .
{deviceName}/read/{ioName}/diMode Counter) attribute Interval
. . . DI - DI mode - status both
{deviceName}/read/{ioName}/diStatus (0: OFF, 1: ON) value (OnChange)
{deviceName}/read/{ioName}/diCounterValue \I?all;é:ounter mode - value Interval
. . . DI - Counter mode -
IElci]ewceName}/read/{|oName}/d|CounterOverrow overflow flag (0 attribute Interval
9 Normal, 1: Overflow)
. . . DI - Counter mode -
él(ievcl:(lzee;\lrame}/read/{|0Name}/d|CounterOverﬂow clear overflow flag (1: |attribute Interval
9 Clear)
DI - Counter mode - both
{deviceName}/read/{ioName}/diCounterStatus status (0: pause, 1: value
(OnChange)
run)
DO - : DO, 1:
{deviceName}/read/{ioName}/doMode Pl?lse)mOde (0: DO, attribute Interval
. . DO - status (0: OFF, 1: both
{deviceName}/read/{ioName}/doStatus ON) value (OnChange)
{deviceName}/read/{ioName}/doPulseCount CD(:)uétPulse mode - attribute Interval
DO - Pulse mode - ON
iceN ioN Pul Width i I |
{deviceName}/read/{ioName}/doPulseOnWidt width (unit: 500us) attribute nterva
DO - Pul - OFF
{deviceName}/read/{ioName}/doPulseOffWidth W?():Ith (l:rs“et:msc;)doeus)o attribute Interval
DO - Pulse mode - both
{deviceName}/read/{ioName}/doPulseStatus status (0: Stop 1: value
(OnChange)
Start)
{deviceName}/read/{ioName}/relayTotalCount Relay - total count attribute Interval
{deviceName}/read/{ioName}/relayCurrentCount |Relay - current count |value Interval
{deviceName}/read/{ioName}/relayCurrentCount |Relay - reset current attribute Interval
Reset count (1: Reset)
. . Relay - Relay mode - both
N N | |
{deviceName}/read/{ioName}/relayStatus status (0: OFF, 1: ON) value (OnChange)
Al - mode (0: disable
. . . 1: 0-10V, 2: 0-20 mA, .
{deviceName}/read/{ioName}/aiMode 3: 4-20 mA burnout, 4: attribute Interval
4-20 mA, 5: £10 V)
{deviceName}/read/{ioName}/aiValueRaw Al - raw value attribute Interval
{deviceName}/read/{ioName}/aiValueRawMin C;IL:mlmum raw attribute Interval
{deviceName}/read/{ioName}/aiValueRawMax C;lljemaxmum raw attribute Interval
. . . . Al - reset minimum .
{deviceName}/read/{ioName}/aiResetMinValue value (1: Reset) attribute Interval
. . . AI - reset maximum .
{deviceName}/read/{ioName}/aiResetMaxValue value (1: Reset) attribute Interval
Al - status (0: normal, both
{deviceName}/read/{ioName}/aiStatus 1: burnout, 2: over value
(OnChange)
range, 3. under range)
{deviceName}/read/{ioName}/aiBurnoutValueScal|Al - scaled burnout attribute Interval
ed value
eviceName}/read/{ioName}/aiValueScale - scaled value value oth (interva
{deviceN }/read/{ioN }/aiValueScaled Al led val | both (int )
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Description

Category

{deviceName}/read/{ioName}/aiValueScaledMin

AI - minimum scaled
value

attribute

Interval

{deviceName}/read/{ioName}/aiValueScaledMax

Al - maximum scaled
value

attribute

Interval

{deviceName}/read/{ioName}/aoMode

AO - mode (0: Disable,
1: 0-10V, 2: 0-20mA,
3: 4-20 mA)

attribute

Interval

{deviceName}/read/{ioName}/aoValueRaw

AO - raw value

attribute

Interval

{deviceName}/read/{ioName}/aoValueScaled

AO - scaled value

value

both (interval)

{deviceName}/read/{ioName}/aoStatus

AO - status (0:
Normal, 1: Fault)

value

both
(OnChange)

{deviceName}/read/{ioName}/rtdStatus

RTD - Status (0:
normal, 1: burnout)

value

both
(OnChange)

{deviceName}/read/{ioName}/rtdMode

RTD - Type (0: PT50,
1: PT100, 2: PT200, 3:
PT500, 4: PT1000; 14:
310 Ohm, 15: 620
Ohm, 16: 1250 Ohm,
17: 2200 Ohm; 20:
JPT100, 21: JPT200,
22: JPT500, 23:
JPT1000; 30: NI100,
31: NI200, 32: NI500,
33: NI1000, 34: NI120,
50: disable)

attribute

Interval

{deviceName}/read/{ioName}/rtdValueScaled

RTD - scaled value

value

both (interval)

{deviceName}/read/{ioName}/rtdValueScaledMin

RTD - minimum scaled
value

attribute

Interval

{deviceName}/read/{ioName}/rtdValueScaledMax

RTD - maximum scaled
value

attribute

Interval

{deviceName}/read/{ioName}/rtdResetMinValue

RTD - reset minimum
value (1: RESET)

attribute

Interval

{deviceName}/read/{ioName}/rtdResetMaxValue

RTD - reset maximum
value (1: RESET)

attribute

Interval

{deviceName}/read/{ioName}/tcStatus

TC - Status (0: normal,
1: burnout)

value

both
(OnChange)

{deviceName}/read/{ioName}/tcType

TC - Type (0: ] Type,
1: KType, 2: T Type,
3: EType, 4: R Type,
5: S Type, 6: B Type,
7: N Type, 14:
+78.126 mV, 15:
+39.062 mV, 16:
+19.532 mV, 50:
disable)

attribute

Interval

{deviceName}/read/{ioName}/tcValueScaled

TC - scaled value

value

both (interval)

{deviceName}/read/{ioName}/tcValueScaledMin

TC - minimum scaled
value

attribute

Interval

{deviceName}/read/{ioName}/tcValueScaledMax

TC - maximum scaled
value

attribute

Interval

{deviceName}/read/{ioName}/tcResetMinValue

TC - reset minimum
value (1: RESET)

attribute

Interval

{deviceName}/read/{ioName}/tcResetMaxValue

TC - reset maximum
value (1: RESET)

attribute

Interval

{deviceName}/write/{ioName}/tcResetMinValue

TC - reset minimum
value (1: RESET)

attribute

Interval

{deviceName}/write/{ioName}/tcResetMaxValue

TC - reset maximum
value (1: RESET)

attribute

N/A

ioThinx 4510 Series User Manual

122




Subscribe Topic

Topic Description Template Category
{deviceName}/write/{ioName}/birValue BIR - value Oto1l value
{deviceName}/write/{ioName}/wirValue WIR - value -32768 to 32767 |value

. ! . . -2147483648 to
{deviceName}/write/{ioName}/dirValue DIR - value 2147483647 value
{deviceName}/write/{ioName}/firValue FIR - value Float value
{deviceName}/write/{ioName}/diCounterVal |DI - Counter mode - 0 to 4294967295 lvalue
ue value

. . . . DI - Counter mode -
{deviceName}/write/{ioName}/diCounterOve clear overflow flag (1: 0ori attribute
rflowFlagClear

Clear)

{deviceName}/write/{ioName}/diCounterStat DI - Counter mode -

Oor1l value
us status (0: pause, 1: run)

DO - : OFF, 1:
{deviceName}/write/{ioName}/doStatus O(I\T) status (0: OFF, Oorl value
{deviceName}/write/{ioName}/doPulseCount |DO - Pulse mode - count |0 to 65535 attribute
{deviceName}/write/{ioName}/doPulseOnWi [DO - Pulse mode - ON .

1 to 65535 ttribut
dth width (unit: 500us) 0 attribute
{deviceName}/write/{ioName}/doPulseOffWi |DO - Pulse mode - OFF .

1t tt t
dth width (unit: 500us) 065535 attribute
{deviceName}/write/{ioName}/doPulseStatu DO - Pulse mode - status

Oor1l value
s (0: Stop 1: Start)
{deviceName}/write/{ioName}/relayCurrentC|Relay - reset current 0ori attribute
ountReset count (1: Reset)
{deviceName}/write/{ioName}/relayStatus :g::s_(g?gzpr???%;\j) Oor1l value
{deviceName}/write/{ioName}/aiResetMinVal |Al - reset minimum value 1 attribute
ue (1: Reset)
{deviceName}/write/{ioName}/aiResetMaxVa |Al - reset maximum 1 attribute
lue value (1: Reset)
{deviceName}/write/{ioName}/aoValueRaw |AO - raw value 0 to 65535 attribute
édewceName}/wrlte/{|oName}/aoVaIueScaIe AO - scaled value 0 to 4294967295 |value
{deviceName}/write/{ioName}/rtdResetMinV |RTD - reset minimum .

1 attribute
alue value (1: RESET)
{deviceName}/write/{ioName}/rtdResetMaxV |RTD - reset maximum .

1 attribute
alue value (1: RESET)
{deviceName}/write/{ioName}/tcResetMinVal|TC - reset minimum 1 attribute
ue value (1: RESET)
{deviceName}/write/{ioName}/tcResetMaxVa|TC - reset maximum 1 attribute

lue

value (1: RESET)
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Troubleshooting

This section provides troubleshooting instructions for this device.

Forgot Username and Password

If you forget your username and password, use a pointed object such as a straightened paper clip to hold
down the Reset Button for 10 seconds. This will restart the unit and reset all settings on the device,
including the username and password. The factory defaults will be loaded once the READY LED turns green
again.

/0

INFORMATION

The default username is admin, and the default password is moxa.

Forgot IP Address of the Unit

If you forget the IP address of the unit, use IOxpress utility to search for the device if IOxpress service is
already enabled in Security > Service Settings. Otherwise, load the factory default settings and access
the unit with the default IP address.

Step 1: Open IOxpress, go to Device Library and click Device > Search in the menu.

Ctrl+F ﬂ ﬁ
Ctrl+W
Ctrl+Del ployment

vice

Erfse Internal Memory

[al

[T Mo, Device Mame

"“;.:?J Configuration Library
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In the Search for Devices window, choose the product series you would like to search in the By
Product Series dropdown menu, and then click the Submit button. IOxpress will start to search
the devices and list them in the table.

Step 2:

Search for Devices

E]

LAM

_ By Product Model

") By MAC Address

WAN

CDA

'@ By Product Series IAJI

All

oo |. |01

o

&
[
B
o
I}
[}
=
o

[}
o
(=]
t
-

") By IP Address 182 .

Failed to Update Firmware

If the firmware update process fails, the firmware file may be corrupted. Download the firmware file from
Moxa’s official website. Otherwise, check if the power supply is stable. An unstable power supply can lead to
an incomplete firmware update.

/  NOTE

This device supports firmware automatic recovery function. If the firmware in the device is corrupted, the
system will load the backup firmware automatically to overwrite the corrupted one. When the system is in
recovery mode, the RDY LED will blink RED slowly. Do not disconnect the power cable when performing
the recovery process. After the recovery process is complete, you can update firmware again.

Failed to Update Configuration

If the configuration update process fails, the configuration file may be corrupted. Get the configuration file
and update it again. Otherwise, check to see if the power supply is stable. An unstable power supply can
result in the configurations not being successfully updated.
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Failed to Access the Unit Through IP Address and IOxpress

Incorrect network configurations can result in the user not being able to access the unit. Check if the device
and PC are in the same subnet by following the procedure below.

B Local Area Connection Status 2 U Local Area Connection Properties = Internet Protocol Version 4 (TCP/IPv4) Properties 7 0=
General | Networking | Sharing General
Connection Connect using You can get IP settings assigned automatically if your network supports
= this capability. Otherwise, you need to ask your network administrator
1Pv4 Connectivity: No network access %" Realtek USB GbE Famiy Cortroller for the appropriate IP settings
IPv6 Connectivity: Mo network access -
Media State: Enabled Obtain an IP address automatically 4
Buration: 00:02:37 This connection uses the following items @ Use the folowing IP address:
V] o -
Speed: 100.0 Mbps o) (2 lient for Microsoft Networks 1P address: 192 .168 127 . 1
v @Trend Micro NDIS 6.0 Fitter Driver
| Details.... 2 QQUS Packet Scheduler Subnet mask: 255 .255 .255 . 0
v ] M Vi
1 & Fie and Printer Shannrg for Microsoft Networks Default gateway:
| ¥ -+ Intemet Protocol Version 6 (TCP/IPv6)
Actuity I - Intemet Protocel Version & (TCP/IPvd)_| 2 — —
- WI i Link-Layer Topology Discovery Mapper 1/0 Driver S e At armmeReE
Sent L. Received | i Link-Layer Topology Discovery Responder @ Use the following DNS server addresses:
=4 2 — Preferred DNS server:
Packets: 1 353 0 Description 3 Alternate DNS server:
Transmission Control Protocol/Intemet Protocol. The default
= wide area network protocol that provides communication ) § .
I‘ {p Properties III £y Disable Disonose l across diverse interconnected networks Vaiidate settings upon exit Advanced...
Close [ ok [ concel |

#/ INFORMATION

The default IP address of the device is 192.168.127.254.

This may also occur when you try to configure multiple devices with the same computer. The reason for this
could be that multiple devices have the same default IP address. When sending TCP/IP packets, the packet
may get sent to the wrong MAC address, as it follows the previous record in the computer’s ARP Cache. To

rectify this problem, you can erase the ARP Cache records by entering “arp-d” command in the built-in
Command-Line tools.

BN C\Windows\system32\cmd.exe = [ 5 S

Microsoft Windows [Version 6.1.76811
Copyright (c)> 2889 Microsoft Corporation. All rights reserved.

C:~Users~RalphHM_li>arp —-d

Failed to Enter System Ready Mode

If the RDY LED stays red, and your web console is not accessible, it means that the system is experiencing
an error. Follow the steps to recover the system.

Step 1: Hold down the RESET button for 30 seconds to trigger the system recovery process. The system

will load the backup firmware and then restart the unit. The system is ready when the RDY LED is
green.

Step 2: Open the web console and then update the firmware and configurations to the device.
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Import Self-signed Certificate

When using web service via https, you must import the self-signed certificate before using the web service
via https, or the browser may block the connection. Take the following steps to import the self-signed
certificate, which was generated by the ioThinx 4510, into the browser.

1. Download the self-signed certificate from the ioThinx 4510.

2. Open Manage computer certificates from windows.

i ﬁ certlm - [/B35 - K% ThE)

— a X
File Action View Help
= di= H
) Eﬁ - R Logical Store Name
’ J Personal o N [ Personal
' J :rUStEd_RO:t Certification Authorities (I Trusted Root Certification Authorities
’ J nterprlsé rust L " [ Enterprise Trust
> __| Intermediate Certification Authorities - . o .
= _ ntermediate Certification Authorities
> | Trusted Publishers Wl Intermediate Certification Authorit
> ] Untrusted Certificates J;Trusted Pub\lshgrs
> [ Third-Party Root Certification Authorities J Untrusted Certificates
> [ Trusted People || Third-Party Root Certification Authorities
> [ Client Authentication Issuers %Trusted People
5[] Preview Build Roots || Client Authentication Issuers
> [ Test Roots [ Preview Build Roots
> ] AAD Token Issuer [ Test Roots
> 1 eSIM Certification Authorities [ AAD Token Issuer
> | FSFirePassRoot [ ] eSIM Certification Authorities
> | OEM eSIM Certification Authorities || FSFirePassRoot
» [ ofckdge [ OEM eSIM Certification Authorities
vl N#firaSran G Amant jOchdge
3. Open the Trusted Root Certification Authorities folder, right-click Certificates folder and choose All
Tasks > Import.
& cortim - (B8 - MR\ Trusted Root Certification Authorities\Certificates) - (m] )
File Action View Help
s MmO &= @Hm
@ ’4“ -ARRE Issued To Issued By Expiration Date  Inter
MELnEN T— " AR Certificate Services 1172029 Clien
v [ Trusted 7001 Certification Authorities (2] AddTrust External CA Root AddTrust External CA Root 5/30/2020 Clien
: E‘{‘:"" ""T"’ All Tasks Import— Amazon Root CA 1 1/17/2038 <All:
n rus!
oy || 5 Baltimore CyberTrust Root Baltimore CyberTrust Root 5/13/2025 Clien
Y Trusted Publish M g/Certum CA Certum CA 6/11/2027 Clien
x Untrusted Certi Refresh L) Certum Trusted Network CA Certum Trusted Network CA 12/31/2029 Clien
N Third-Party Roc £ List LgJChangingtec ServiSign CA 20170..  Changingtec ServiSign CA 20170422  4/17/2037 Serve
] Trusted People - LglChangingtec ServiSign CA 20170 Changingtec ServiSign CA 20170422 4/17/2037 Serve
| Client Authenti Help La)Class 3 Public Primary Certificati.  Class 3 Public Primary Certification . 8/2/2028 Clien
7 Preview Build Roots £2COMODO RSA Certification Aut.  COMODO RSA Certification Autho—  1/19/2038 Clien
7 Test Roots (22) Copyright (c) 1997 Microsoft Corp. Copyright (<) 1997 Microsoft Corp. 12/31/1999 Time
1 AAD Token Issuer EalCuCMO1.moxa.com CUCMO1.moxa.com 5/26/2024 Serve
1 eSIM Certification Authorities g cucMo2.moxa.com CUCMO2Zmoxa.com 5/26/2024 Serve
1 FSFirePassRoot 3 CUCMPUB moxacom CUCMPUB.moxa.com 6/22/2024 Serve
| OEM eSIM Certification Authorities o) CUPSO1.moxa.com CUPS01.moxa.com 6/22/2024 Serve
T NEdna S DT ~ e PN -
1 e
Add a certificate to a store
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4. Click Next and choose Browser.

X
X
. ) € &* Certificate Import Wizard
£* Certificate Import Wizard i
| File to Import
Welcome to the Certificate Import Wizard 1 Specify the file you want to import.

This wizard helps you copy certificates, certificate trust lists, and certificate revocation lists

File name:
from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity and
contains information used to protect data or to establish secure network connections. A Note: More than one certificate can be stored in a single file in the following formats:
certificate store is the system area where certificates are kept.

| Personal Information Exchange- PKCS #12 (.PFX,.P12)
Store Location Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Current User Microsoft Serialized Certificate Store (.SST)

Local Machine

To continue, click Next.

_ Cancel | Next Cancel

5. Browse and open your Certificate and click Open.

Open X
& » v N i > Downloads v C Search Downloads »
Organize ¥ New folder =~ 0O 0

@ OneDrive Name Date n
- Last month
M Desktop » ) devicecrt 5/23/2

3 Dowricads # A long time ago

&l Documents #

PA Pictures »

@ Music »
i3 Videos »
~ DAC 1
File name: device.crt ~ | X509 Certificate (*.cer;*.crt) N

Open Cancel
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6. Place the certificate in the Trusted Root Certification Authorities folder and press Next.
X

& L¥ Certificate Import Wizard

Certificate Store
| Certificate stores are system areas where certificates are kept.

| Windows can automatically select a certificate store, or you can specify a location for
the certificate.

) Automatically select the certificate store based on the type of certificate

O Place all certificates in the following store

Certificate store:
Trusted Root Certification Authorities Browse...

Next Cancel

7. Check the information and press Finish.

€ &¥ Certificate Import Wizard

. Completing the Certificate Import Wizard

The certificate will be imported after you click Finish.

You have specified the following settings:

| (02 IS GRS DAIESE  Trusted Root Certification Authorities

Content Certificate

File Name C:\Users\AaronCK_Kuo\Downloads\device.crt

Cancel

Finish
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8. Open the Firefox browser and check if you can connect to ioThinx 4510 web console via HTTPs.

C O 8 192.168.127.254,

MOX/\ ioThinx 4510

Username
admin
Password

System Status and Error Code

The ioThinx 4510 provides system status and corresponding status codes for users to monitor the device's
status. Users can verify in three ways.
Web console: You can check the current status of the ioThinx 4510 on the web console's dashboard.
Syslog: You can determine if there are any abnormalities by checking the Syslog or Remote Syslog.
Protocol: Users can use protocols, including MQTT, RestfulAPI, SNMP and Modbus TCP to monitor
system status, which will be presented in the form of status codes.

The table below will list the corresponding relationship between each system status and its status code,
along with explanations of the meaning of each status.

Status code System status Description

0x00000000 Normal

0x00000001 Resetting to default

0x00000002 Upgrading

0x00000004 Booting

0x00000008 Others

0x00000010 External bus., error._Commumcann Northbound protocol disconnection detected.

watchdog will be triggered.

0x00000020 Internal bus error Internal communication is being interfered,
causing the ioThinx 4510 to fail in acquiring
module data correctly. Typically caused by:

1. The interconnection components between
modules are incorrectly installed or
experiencing poor contact.

2. External surges cause modules to
malfunction or interfere with
communication transmission.

0x00000080 Failed to update the configuration file
0x000000100 Failed to update the firmware file
0x000000200 Configuration file error. Default settings
will be reloaded
0x000000400 Module mismatch
0x000000800 Safe mode
0x000001000 Service warning: All IT protocols have |Due to device limitations, the ioThinx 4510 has
been disabled. restricted service combinations under different
scenarios. If these restrictions are violated, the
device will disable all IT protocols (SNMP/

RESTful API/ MQTT) and display this status to

prevent usage issues.
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/\  ATTENTION

If an Internal bus error is triggered, it may indicate that the integrity of the data could be compromised.
We would recommend conducting an immediate investigation. Users can refer to the specifications
provided in the manual to check if the current flowing through each terminal block connection is within the
rated range, and check whether field power and system power are properly isolated. We also recommend
checking for any interference or surge in the field.

/7 NOTE

In ioThinx 4510 firmware v1.2, a safeguard mechanism has been added to the web console's service
settings to prevent users from encountering service restrictions. Therefore, Error code 0x00001000
(Service warning: All IT protocols have been disabled) only exists in firmware versions prior to v1.2.
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