Firmware for TAP-213 Series Release Notes

Version: v1.2 Build: Build 17103018
Release Date: Dec 01, 2017

Applicable Products

TAP-213-EU-CT-T, TAP-213-JP-CT-T, TAP-213-US-CT-T
Supported Operating Systems

N/A

New Features

N/A

Enhancements

N/A

Bugs Fixed

¢ KRACK (Key Reinstallation Attack) WPA2, [CVE-2017-13077]: Issue Descriptions: Wi-Fi Protected
Access (WPA and WPAZ2) allows reinstallation of the Pairwise Transient Key (PTK) and Temporal Key
(TK) during the four-way handshake, allowing an attacker within radio range to replay, decrypt, or
spoof frames.

¢ KRACK (Key Reinstallation Attack) WPA2, [CVE-2017-13078]: Issue Descriptions: Wi-Fi Protected
Access (WPA and WPAZ2) allows reinstallation of the Group Temporal Key (GTK) during the four-way
handshake, allowing an attacker within radio range to replay frames from access points to clients.

e KRACK (Key Reinstallation Attack) WPA2, [CVE-2017-13080]: Issue Descriptions: Wi-Fi Protected
Access (WPA and WPA2) allows reinstallation of the Group Temporal Key (GTK) during the group key
handshake, allowing an attacker within radio range to replay frames from access points to clients.

Changes
N/A
Notes
N/A
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Version: vi.1

Build: Build 17072815

Release Date: N/A

Applicable Products

TAP-213-EU-CT-T, TAP-213-JP-CT-T, TAP-213-US-CT-T

Supported Operating Systems
N/A

New Features
¢ First release.
Enhancements
N/A

Bugs Fixed
N/A

Changes

N/A

Notes

N/A
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