Library for DA-660A Series Release Notes

Version: v1.2 Build: 16111518
Release Date: Aug 19, 2015

Applicable Products

DA-662A-16-LX, DA-662A-8-LX, DA-662A-16-DP-LX, DA-662A-1-8-LX, DA-662A-1-16-LX, 1A240-LX,
1A240-T-LX, UC-7112-LX Plus

Supported Operating Systems

Linux Kernel 2.6.x

New Features

¢ The Upgradehfm v1.3 function supports the ‘-r’ option for resetting to default settings after a
firmware upgrade.

Enhancements

¢ The system notifies the default user "root" to change the password after login.

Bugs Fixed

e CVE-2015-0235 glibc GHOST library.

¢ CVE-2015-7547: GNU glibc contains a buffer overflow vulnerability in the DNS resolver.

e CVE-2016-0800, CVE-2016-0797, CVE-2015-3197, OpenSSL: DROWN issue.

e CVE-2014-6271: bash shellshock issue.

e CVE-2016-2108: OpenSSL ASN1 parser issue.

* SNMP ifOperStatus value issue.

¢ MAC carry fails when MAC is 0090E8FFFFFF; upgraded bootloader to v1.3 to fix the issue.

Changes

¢ Upgraded SSH to v6.7.

¢ The tftpd service has been removed from the default start list.

e Upgraded busybox to version 1.2.1.

¢ Removed these commands: /bin/tinylogin, /bin/portmap, /bin/pmap_set, /bin/pmap_dump,
/bin/e2fsck, /bin/debugfs, and /bin/badblocks.

Notes
N/A
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